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ExTAG(Secretariat/Fortaleza)03


Task Group on Retention of Records by ExCBs and ExTLs
1.1 Scope

This paper contains the report from the task group on retention of records that was set up in the September 2012 Calgary Meeting of IECEx ExTAG.
It was noted by the task group that this matter was raised as a potential issue with archiving of electronic records.  However, the decision of ExTAG appears to covered the broader topic of retention of records and does not specifically mention electronic records.  
2.1 Background

Decision of the Calgary ExTAG

The following is the decision from the Calgary meeting:

15.1 Retention of records

The Chairman asked if there was any other business.  There followed some discussion, resulting from the previous day’s Training Workshop, relating to the requirements/procedures for ExCBs and the retention and archiving of records. He continued that it became apparent during discussions that procedures differed significantly between ExCBs. After considerable discussion the decision was taken to setup a task group to prepare a report for the next ExTAG Meeting. The Chairman then sought participants for the group.

Task Group to be formed to prepare a report relating to Retention of Records for the ExTAG 2014 Fortaleza Meeting

The members of the task group are:

Mr. Jim Munro – Convenor

Mr. John Allen (GB)

Mr. Thierry Houeix (FR)

Mr. Jasmin Omerovic (DK)

Mr. David Stubbings (GB) (at that time with Sira)
Mr. Ralph Wigg (AU)

Professor Xu (CN)

Earlier discussions on this subject
This subject was initially discussed by ExMC WG4 – Technical Reference Group for Assessment of ExCBs and ExTLs in a meeting in Paris in June 2012.  The following is an extract from the report of that meeting:
Electronic archiving of ExCB/ExTL records, eg ExTRs and supporting data.

Jim Munro introduced the topic, essentially as addressed in his e-mail.

He said that most bodies (at the level we meet) do not seem to understand the difference between electronic back-up and archiving.  

Typically back-up is about retaining your current data and is application specific. The idea is to be able to recover your data if the computer systems fail.  It is not unusual for records to be overwritten after a period of time.  For tape records this can be as short a time as one week.  For other medium it may be longer but subject to deletion of records inadvertently.  For example if records are accidently deleted in the workplace computer or server, they may then be deleted in the back-up records (eg if records are synchronised).  

Archiving normally stores the data in a non-application specific form so it can still be retrieved many years later.  He said that his understanding of a proper electronic archival system is:

1. Records that must be retained are protected and cannot be deleted in the current or archival version of the data storage for the specified period of time for retention.

2. The type of media used must be capable of storing the data without corruption for the specified period of time for retention.

3. The media must not be capable of being affected adversely by foreseeable problems in the manner they are stored, eg magnetic fields. 
4. The nature of storage of the medium must not be so application specific that it might not be possible to read some years hence while still within the specified period of time for retention.

It was agreed by the meeting that the following approach be taken by IECEx:

· Assessors should seek evidence of oldest records both in electronic and hard copy to test the retrieval and existence of records.

· They should also find out the method of secure disposal of hard copy records when going electronic.

Above to be included in guidance for assessors, eg in ExCB/ExTL report (done immediately after the meeting).  

Session on ExTAG training to be including the ExCB/ExTL reports and the archiving issue – Chris Agius to look at this for Calgary.

Existing requirements

Some relevant extracts from the IECEx rules are included at Annex A.  There is no requirement in the IECEx rules or operational documents about retention times for records. 

Some relevant extracts from ISO/IEC 17065 are attached at Annex B.
3.1 Current situation

Actions since the WG4 meeting

The new combined ExCB/ExTL report was subsequently finalised and made available for assessments.  It includes the following:
2.4.4 Records (including test records where relevant)

NOTE 1
Example records should be sought of oldest records both in electronic and hard copy to test the retrieval and existence of records, including archival records.

NOTE 2
Information should be sought on whether there is a method of secure disposal of hard copy records once they have been placed on an electronic system.

Assessor training was held on the topic at the Calgary meetings and the report from that training led to the discussion in ExTAG and the subsequent decision setting up a task group on retention of records.

The IECEx Secretariat has set up a page on their website for this group:  http://www.iecex.com/directory/working_groups/wg_list.asp?s_designation=ExTAG+Task+Group+1
Meeting of task group

The task group met during the IECEx meeting in Fortaleza on Monday, 16 September 2013 to consider what might be done.  It was noted by the group that the common situation at present is that bodies with hard copy records are mostly still retaining those records indefinitely but may also be converting them to electronic form.  It was noted than even this process can lead to loss of data if not done properly.  It was also noted that some bodies are now operating with records systems that are completely electronic and so have to commit to electronic storage.
The following options were considered by the task group, including a combination of the options:

Status quo

Continue with current approach of making use of the guidance in the ExCB/ExTL report.  Feedback on this approach was sought during the assessor training session on this approach but it does not appear to have been used to date for electronic records.

Develop guidance 

Develop guidance material, perhaps in the form of an OD that ExCBs/ExTLs would be expected to follow.

Develop and implement a questionnaire

Develop a questionnaire that could be sent to all existing ExCBs/ExTLs seeking feedback on the nature of their electronic storage systems.
Develop and Implement checklist

Develop a checklist that could be sent to all existing ExCBs/ExTLs seeking feedback on compliance of key elements of their record storage systems.  Points 1 to 4 in Clause 2.2 above might form the basis for this checklist.  The checklist could also be used for all applicant ExCBs/ExTLs.

Seek to apply relevant standards

The group did some brief research to see if there were relevant international standards in this field.  The most promising standard looks like being the series of standards ISO 15489 Information and documentation -- Records management.
Key as aspects of a record storage system
The group brainstorming some aspects they saw as importing for archival storage.  These included:

· Not able to modify

· Not possible to delete

· Always able to read - issue with application

· Acceptable time to access

· Knowledge what is happening with archive facilities

Issues identified by the group that may need addressing
The task group identified the following as a potential issues for discussion in IECEx:

· Should IECEx be specifying retention times for ExCB/ExTL record?
· Should IECEx be specifying retention times for manufacturers' records? It noted that ATEX specifies record retention for manufacturer to be 10 years from manufacture of last product.
· Would retention times vary for different schemes within IECEx?  
· Should there be some form of validity period for certificates, amongst other things, to provide a benchmark for retention periods.
4.1 Recommendations
The task group recommends that a specification be developed for key aspects that ExCB/ExTLs will need to demonstrate compliance with.  Subject to further investigation, it is hoped that ISO 15489 will form the basis for this.
Annex A 
Extracts from IECEx Rules
Extract from IECEx02 Clause 9.5:

The manufacturer and the ExCB shall each retain a set of the documentation referred to in the certificate, including ExTR and manufacturer’s documentation.
IECEx02 Clause 9.5:

9.9 Documentation retained

In placing an application with an ExCB, the manufacturer authorizes the ExCB to keep for future reference photographs, technical documentation and, by agreement with the applicant, samples or, for large equipment, parts of such equipment. Such reference material shall be confidential.
IECEx03 and IECEx 05 have similar requirements to the above.
The following is an extract from IECEx02 as additional information to be provided by an applicant testing laboratory:
D.14 Records

D.14.1

Is there a prescribed system for recording the method and results of assessment and testing activities?

D.14.2

Are observations and calculations recorded and stored as to provide a permanent test record?

D.14.3

Are there arrangements for ensuring that records are current, complete, accurate and held confidential where required?
Annex B 
Extracts from ISO/IEC 17065
The following are relevant extracts from ISO/IEC 17065:
7.12 Records 

7.12.1 The certification body shall retain records to demonstrate that all certification process requirements (those in this International Standard and those of the certification scheme) have been effectively fulfilled (see also 8.4).

7.12.2 The certification body shall keep records confidential. Records shall be transported, transmitted and transferred in a way that ensures confidentiality is maintained (see also 4.5).

7.12.3 If the certification scheme involves complete re-evaluation of the product(s) within a determined cycle, records shall be retained at least for the current and the previous cycle. Otherwise, records shall be retained for a period defined by the certification body.

NOTE In defining retention times, legal circumstances and recognition arrangements can be considered.
8.4 Control of records (Option A)

8.4.1 The certification body shall establish procedures to define the controls needed for the identification, storage, protection, retrieval, retention time and disposition of its records related to the fulfilment of this International Standard.

8.4.2 The certification body shall establish procedures for retaining records (see 7.12) for a period consistent with its contractual and legal obligations. Access to these records shall be consistent with the confidentiality arrangements.
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