
[image: image1.jpg]1EC | e




ExMC/1258/R
July 2017
INTERNATIONAL ELECTROTECHNICAL COMMISSION SYSTEM FOR
CERTIFICATION TO STANDARDS RELATING TO EQUIPMENT FOR USE
IN EXPLOSIVE ATMOSPHERES (IECEx SYSTEM)
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Introduction

Following a proposal from Germany (refer ExMC(Christchurch/DE)02) to the IECEx ExMC 2015 Meeting in Christchurch members of the ExMC agreed (as per Item 21.2 of ExMC/1083A/RM) to form an  ‘IECEx Cyber Security Study Group’
The document, a report on the activities of the ‘IECEx Cyber Security Study Group’ since the 2016 Umhlanga ExMC meeting, is circulated for discussion during the 2017 ExMC Washington Meeting.  The document also includes a Recommendation to the ExMC for action.
The contained reports #1 and #2 have been previously circulated for information and comment to the members of the IECEx Cyber Security Study Group comprising:

· Mr Otto Walch (DE)

· Mr Ilan Carmit (IL

· Mrs Chunjing Du (CNCA of PRC)

· Ms Fang Yan (CNCA of PRC)

· Standards New Zealand
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Report #2 to IECEx Cyber Security Study Group - March 2017

This report has been prepared following the attendance of Mark Amos of the IECEx Secretariat at the 6th February 2017 meeting of the IECEE System’s CMC-PSC Working Group 3 Task Force - Cyber Security as the IECEx Liaison (refer attached Annex A, IECEx Cybersecurity Working Group Report #1 – December 2016  for background on this liaison role and on the issues associated with cyber security in the context of the IECEx System as covering equipment, services and personnel operating in explosive atmospheres) 

The terms of reference of the IECEE System’s CMC-PSC Working Group 3 Task Force - Cyber Security are:

· Develop a unique approach for conformity assessment to the IEC 62443 series of Standards

· The initial setup of guidance in IECEE Operational Documents that describe how the conformity assessment will be handled

· To describe the use of testing tools and test protocols to support conformity assessment practices

The IEC 62443 series, as planned, will include the following elements:

· IEC 62443-2-1

System Security (“Operator”)

· IEC 62443-2-4

Security Services, Conformance Assessment

· IEC 62443-3-2

Risk Assessment and Zone Control

· IEC 62443-3-3

System Security (“Product”)

· IEC 62443-4-1

Security Development Lifecycle

· IEC 62443-4-2

Component Security

and the development work on the above considers existing ISA 62443 series documents prepared by IEC TC65.    The CMC-PSC Working Group 3 Task Force - Cyber Security holds the view that the IEC 62443 series could be the basis for horizontal Standards for cyber security beyond IACS applications

The drivers for the work of CMC-PSC Working Group 3 Task Force - Cyber Security include:

1. Industry wide focus on security due to many significant events

2. The trend in changes of Industrial Automation and Control Systems (IACS) technology from vendor proprietary to IP networking and COTS hardware

3. Limited skillset among asset owner organisations to access and apply IACS Cyber Security capabilities

and the proposed solutions to these drivers include:

1. Development of International Standards based on IEC 62443 series

2. Establishment of third party security assessment capabilities among the test house community

3. Establishment of IEC Cyber Security Assessment Mutual Recognition programs

To date CMC-PSC Working Group 3 Task Force - Cyber Security has achieved the following milestones:

· Development of IECEE Operational Document OD 2016:2016 as the Rules of Procedure for the IECEE Cyber Security Program.  This publication is intended to provide a framework for assessments in accordance with the IEC 62443 series to result in an IECEE Certificate of Conformity – Industrial Cyber Security Capability.   
and are now:

· Developing the basic / foundation Test Report Form (TRF) for use in preparing a IECEE Certificate of Conformity – Industrial Cyber Security Capability
· Developing the format of IECEE Certificate of Conformity – Industrial Cyber Security Capability based on the requirements of IEC 62443-2-4  (latest draft embedded below)
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· Evaluating the need for personnel certification for Cyber Security

· Evaluating the need for a “System Level” Certification for Cyber Security of an industrial application

BACKGROUND

The relevance of the work of IECEE CMC-PSC Working Group 3 Task Force - Cyber Security to the IECEx System arises through the concept of “embedded devices” (defined as “special purposes devices running embedded software designed to directly monitor, control or actuate an industrial processes”) that, when connected to equipment used in explosive atmospheres (“Ex equipment”) may render the Ex equipment as vulnerable to Cyber Security threats.    Embedded devices relevant to Ex environments can include but are not limited to Program Logic Controllers (PLCs), networked gas detectors, SCADA controllers, Digital Protective Relays, Distributed Control System (DCS) controllers, Emergency Shutdown Logic Units, Motor starters and controllers.

According to IECEE Operational Document OD 2016:2016 as the Rules of Procedure for the IECEE Cyber Security Program the IEC 62443 series generally specify requirements for security capabilities. These capabilities may be technical capabilities (security mechanisms) or process capabilities (human procedures).
Current thinking of IECEE CMC-PSC Working Group 3 Task Force - Cyber Security  is that IEC 62443 conformance assessment consists of the evaluation of an Applicant’s security capabilities that it uses to develop, integrate and/or maintain specific products or solutions. 

Two evaluations can be conducted to evaluate:

1) 
applicant’s ability to provide IEC 62443 compliant security capabilities. This assessment focuses on evidence that supports the Applicant’s submittal. This submittal contains the specific requirements and the processes used to implement the security capabilities for which they are requesting to be assessed. 

2) 
that these capabilities have been applied to either:

a) a specific product or 

b) a specific solution.

The deliverable from an evaluation is an IECEE Certificate of Conformity – Industrial Cyber Security Capability that is supported by an IECEE Test Report
An IECEE certificate can be issued by an IECEE NCB under two scenarios:

3) Scenario 1 – Capability Assessment: An assessment of a set of capabilities typically described in a plan or set of policies / procedures

4) Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 capability for a specific product or solution

Within this program, the Scenarios apply as follows for the IEC 62443 series of standards:
	
	IEC 62443-4-1

(Future Consideration)
	IEC 62443-2-4

	Process
	(
Scenario 1
	(
Scenario 1

	Product


	(
Scenario 2

(with security requirements)

[e.g. IEC 62443-3-3]
	(
Scenario 1*

	Solution
	
	(
Scenario 2


* Note – Product in this instance refers to a product/component as it contributes to a solution

and the process of IECEE certification is based on:

1. The Applicant identifies the standards within the IEC 62443 series to be utilized in their assessment

2. The applicant selects the specific security requirements from the identified standards that are to be evaluated within the scope of the assessment.  In this step the Applicant may be required to identify the product(s) or solution to which the assessment applies.

3. the Applicant completes the applicable portions of a Test Report Form (TRF) and additionally provides evidence in support of the capabilities that are intended to demonstrate compliance to the selected requirement(s).

4. In performing the assessment, each selected IEC 62443 security requirement is evaluated by the Testing Laboratory against the supporting evidence supplied by the Applicant to determine compliance.

Work within CMC-PSC Working Group 3 Task Force - Cyber Security 9 

(with IECEx Liaison comments in [blue text] below)  

The comments below in [blue text] should be read as observations and suggestions of the IECEx Liaison and should not be interpreted as criticism of the work of the IECEE System’s CMC-PSC Working Group 3 Task Force - Cyber Security
The basic/foundation for an IECEE TRF is now being developed by CMC-PSC Working Group 3 Task Force - Cyber Security and in this work there is acknowledgement that there it is permissible for unique TRFs to be developed by applicants and certification bodies as appropriate.   [such a process could be similar to that used in the IECEx System for ExTAG Decision Sheets however the process proposed by CMC-PSC Working Group 3 Task Force - Cyber Security could or may contradict IECEx OD035 requirements for broader consultation]

It is acknowledged that the IECEE Certificate of Conformity – Industrial Cyber Security Capability will need to be used for at least the following four certification scenarios:

i. Certification of an applicant as the provider of a specific or proprietary product 

ii. Certification of an applicant as the provider of a specific or proprietary product based service

iii. Certification of an applicant as the provider of a generic service 

iv. Certification of an applicant as the provider of a specific site solution 

[it is suggested that this coverage would be appropriate and useful for IECEx System applications]

The IECEE Certificate of Conformity – Industrial Cyber Security Capability is being designed on the basis of a concept that it the Certificate does NOT assure a level of security but instead attests and demonstrates that the Applicant has (1) achieved a “level of maturity” in various aspects of cyber security, (2) has a commitment to improvement, (3) that a process has been followed with respect to ‘due diligence’, and (4) that it need not be a Type 5 Certificate requiring on-going surveillance because a ‘product’ may be not necessarily be involved.  [QUESTION for ExMC: does this notion present a problem of acceptance within the IECEx System?]
The concept of ‘level of maturity’ is based on the following four ‘levels’:

· LEVEL 1 = protection against casual or coincidental violation

· LEVEL 2 = protection against intentional violation using simple means with low resources, generic skills and low motivation

· LEVEL 3 = protection against intentional violation using sophisticated means with moderate resources, IACS specific skills and moderate motivation

· LEVEL 4 = protection against intentional violation using sophisticated means with extended resources, IACS specific skills and high motivation

and the proposed IECEE Certificate of Conformity – Industrial Cyber Security Capability would display a level of maturity for each of the aspects nominated by the Applicant – these aspects include the following:

· Solution staffing

· Assurance

· Network security

· Solution hardening

· Data protection

· Wireless

· SIS

· Configuration management

· Remote access

· Event management

· Account management

· Malware protection

· Patch management

· Backup / restore

for the specified product and/or service

[it needs to be understood that the proposed IECEE Certificate of Conformity – Industrial Cyber Security Capability verifies that a level of maturity has been achieved and NOT that all requirements of IEC 62442 have been satisfied.   In this respect it is suggested that the IECEx Cybersecurity Working Group consider if there are any issues arising from a potential false presumption by ill-informed readers of an IECEE Certificate of Conformity – Industrial Cyber Security Capability that it verifies that all requirements of IEC 62443 have been satisfied at a high level or a level suitable for their needs (assuming that they actually have a clear idea of their needs in respect to cyber security)]

[it also needs to be understood that the proposed TRF that will support the Certificate will only report a pass or fail verdict for the requirements nominated by the Applicant.   The TRF will be ‘silent’ on requirements that the Applicant has deemed as ‘not applicable’ or ‘out of scope’]

[it has been acknowledged by one Testing Laboratory that an evaluation of an Applicant’s declared values / outcomes can only verify that they satisfy the relevant requirements and cannot verify if these values / outcomes are correct.  Similarly this evaluation cannot verify that the Levels of Maturity declared by the Applicant actually exist]

At this point, member of the IECEx Cyber Security Working Group are reminded of the following extracts from IECEx 02, Rules of Procedure (particularly the highlighted text):

5.1 IECEx Certificate of Conformity (IECEx CoC) 
The IECEx Certified Equipment Scheme provides the means for manufacturers of Ex equipment to obtain certificates of conformity that are intended to be accepted in all participating countries as equivalent to their national certification. An IECEx CoC may also be accepted in other non-participating countries. An IECEx CoC may be issued by any ExCB accepted into the Scheme. The certificate will attest that the equipment’s design conforms to the relevant IEC or ISO International Standards and that the manufacturer is manufacturing the product under a quality system and associated quality plan(s), meeting the requirements of this Scheme and under the surveillance of an ExCB.
8.1 IECEx Certificate of Conformity 
8.1.1 Issue 
An IECEx Certificate of Conformity is issued by an ExCB, on the basis of an ExTR and QAR. It certifies that the type of Ex equipment identified on the certificate conforms in all relevant respects with the standard(s) specified on the certificate. The manufacturer named on the certificate manufactures the product under a quality system and associated quality plan(s) complying with the requirements of ISO/IEC 80079-34, as a means of providing adequate confidence that the Ex equipment will be produced in conformity with the design of the certified equipment.

[in noting and acknowledging the differences in approaches taken, as appropriate, in the IECEE and IECEx Conformity Assessment Systems it is suggested that the IECEx Cyber Securuty Working Group consider if the approach being taken by IECEE System’s CMC-PSC Working Group 3 Task Force - Cyber Security  and the proposed principles etc for the IECEE Certificate of Conformity – Industrial Cyber Security Capability have the potential to harm the reputation of the IECEx System and the acceptance by relevant regulators and other key stakeholders in the “Ex sector”]
The meeting report from the February 2017 meeting of CMC-PSC Working Group 3 Task Force - Cyber Security is embedded below as information that should be read in the context of the above text:
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Mark Amos

IECEx Secretariat

IECEx Cyber Security Study Group Convenor

ANNEX A
IECEx Cyber Security Study Group Report #1 – December 2016
Topic 

(as extracted from a proposal from Germany (refer ExMC(Christchurch/DE)02) to the IECEx ExMC 2015 Meeting)
Cyber Security is the body of technologies, processes and practices designed to protect networks, computers, programs and data from attacks, damages or unauthorized accesses.

Cyber Security is an item that may influence the explosion safety of installations and production plants as well, by unauthorized access to their automation systems and by changing process data, limitation values or whole interrelationship of products. This issue starts with the security of ex-protected equipment, that is more and more fitted with machine to machine interfaces and with programmable electronics (compare the development of Internet of Things “IoT” and/or Industry 4.0).

Therewith Ex-protected equipment could be influenced by Cyber Security twice, firstly on its intended use and functionality and secondly on its safety design, especially if we are talking about “Safety Devices”, e.g.: Ex p – controller; Motor Breaker / Frequency Converter, Gas Analyzers.

Background

In response to a proposal from Germany (refer ExMC(Christchurch/DE)02) to the IECEx ExMC 2015 Meeting in Christchurch members of the ExMC agreed to establish an agreed (as per Item 21.2 of ExMC/1083A/RM) to form an  ‘IECEx Cyber Security Study Group’ with membership comprising:

· Ron Collis (Convenor)

· Otto Walch (DE)

· Heinz Farke (DE)

· An expert to be advised (CN)

· An expert to be advised (IL)

· An expert to be advised (NZ)

and tasked the Group to: 
1. first define which Ex products may be impacted by cyber security threats and then determine which parts of IEC 62443 may apply to IECEx (noting the comments from Mr Duffy reminding the meeting of the mention of ‘embedded devices’ in Mr Collis’ presentation and suggested that such items already appear in Ex equipment (Mr Collis’s presentation is attached to this document as Annex A.

2. create a written statement that sets up a common understanding of Cyber Security for Ex-protected equipment and will be the basis for further discussion within this group and with CAB/WG 17 and IECEE PSC WG 3 both dealing with cyber security. 

Additionally Mr Mark Coppler (IEC TC31 Chairman) suggested that we should focus on how cyber security threats could impact on Ex protection techniques and to not worry about the broader aspects such as factory automation etc. on Ex equipment as these broader matters are being or should be dealt with by other parts of IEC and industry

{Secretariat Note to ExMC/1083A/RM:  With the passing of Mr Collis, since the 2015 ExMC Meeting, Mr Mark Amos of the Secretariat was requested to  perform the role of acting Convener till the next ExMC Meeting and is to liaise with IECEE and CAB concerning this activity – refer Refer to Decision 2015/84 (ExMC/1072/DL)}
Subsequent to the unfortunate passing of Mr Collis, the 2016 ExMC Meeting agreed the following: 

Decision 2016/15

The Meeting accepted the report provided by Mr Duffy as a presentation and CAB/1504A/R as circulated regarding recent IECEE System activity on the matters related to Cyber Security.

Decision 2016/16
The Meeting agreed to nominate Mark Amos to take over as Convenor of the IECEx Cyber Security Working Group and the IECEx Liaison role with IECEE activities following the passing of the late Ron Collis.

and on 21st October 2016 the IECEE Secretariat confirmed Mr Amos as the IECEx Liaison member of the IECEE System CMC Task Force Cyber Security that has the following Tasks:

To make an unique approach for conformity assessment to IEC 62443 series

· The initial set-up of a guidance Operational Document to describe how the conformity assessment can be handled.

· To describe the use of testing tools (start of instrument list) and test protocols.

Additional areas of work include conformity assessment elements pertaining to Industrial Automation Cyber Security in conjunction with the IEC 62443 series of standards to address the following:

· To track the current status of work coming out of TC 65 WG10, Industrial Automation, to ensure that Standards coming out of TC 65 are relevant to the Certification Market place. This will be accomplished via informal WG 3 liaison with TC 65 (common members).

· To include elements pertaining to Cyber Security related to Industrial Automation.

· To evaluate the need for Personnel certification for Cyber Security.

· To evaluate the need for a “System Level” Certification for Cyber Security of an industrial application.

Additional Information

As extracted from CAB 1504A/R:

ACSEC (IEC Advisory Committee on Information security and data privacy) *
At its meeting in October 2015, ACSEC set itself two principle tasks, firstly to develop a guidance document for standards writers and secondly to continue the mapping of standards with cyber security elements into sectorial and application categories. For the purposes of CAB WG 17’s work, the second task is of greater utility. Unfortunately for CAB WG 17, ACSEC decided to give priority to the first task. As a result, a draft guidance document is being developed and a first uncompleted draft has been produced for their next meeting that will take place in Milan in on May 17th. 

In an early review of standards having cyber security elements ACSEC created a list with more than 650 standards. These standards were essentially from international SDOs, but did also include some regional and national SDOs such as CEN, CENELEC, ETSI, ANSI, BSI, BUND, etc. IEC’s contribution to that initial list was about 100 standards. A subsequent review revealed that many of the IEC standards indicated were actually standard series and that the true number of individual IEC standards was closer to 400. ACSEC have since created a “cleaned-up” version of the list of standards now including only IEC and JTC1 standards, with almost 200 standards in total. 

If we consider that a modern system essentially consists of 

· interacting, interrelated, or interdependent components forming a user value entity and 

· that the components can be confined to a limited physical location, or spread out over a large physical distribution and 

· that some degree of human interaction is required for the system’s design, realization, operation, and/or use, and 

· that the components and their interconnections need periodically to be repaired, replaced, updated or upgraded and 

· that many of those components transmit and receive information between themselves and 

· beyond the system itself and 

· that they are, or could be, susceptible to possible events, whether internally or via some external public connection, that alter the system’s ability to operate as intended, 

then the needs for cybersecurity protection of systems become pretty generic. 

In summary, the systems that concern us for the issue of cyber security are made up of 

• components (which can be physical or virtual), 

• interconnections (the systems integration), 

• information flows, and 

• interventions (human, virtual or automatic). 

To ensure best cyber security coverage for a system as a whole, best practices need to be applied for each of these elements and the system holistically. The way to evaluate and validate the application of best practices is through the assessment of the conformity to those best practices. 

If, generically speaking, different systems have so many commonalities, it then becomes rather obvious that there must be considerable overlap and redundancy in the almost 200 IEC and JTC1 standards (and more than 650 standards from the initial list).

If a global CA scheme or system is requested by the market with the objective to provide CA services to the widest range of sectors, then it is also rather obvious that the number of standards will need to be drastically reduced, or that some form of equivalence between standards from different sectors will need to be accepted. 

We hope that, at least within the context to the IEC, this issue will be considered as a horizontal issue and that some guidance and instruction will be given to the TC/SCs to eliminate their redundant individual sector cyber security requirements and, rather, refer to a limited number of core standards covering their needs.

*
ACSEC deals with information security and data privacy matters which are not specific to one single technical committee of the IEC. It coordinates activities related to information security and data privacy, and provides advice to the SMB on those subjects. 
ACSEC provides guidance to TC/SCs for implementation of information security and data privacy in a general perspective and for specific sectors.
ACSEC also provides a venue for exchanging information between the IEC and other standards developing organizations relevant to ACSEC’s scope.
ACSEC follows closely research activities and trends in Academia.
Recent Developments and Future Activities
1. Publication of IECEE Operational Document OD 2061 Edition 1.0 (refer copy in Annex B)
2. Next meeting of System CMC Task Force Cyber Security System CMC Task Force Cyber Security scheduled for 6th and 7th February 2017

Comments from IECEx Cyber Security Study Group Convenor 
Perhaps IECEE OD 2061 and relevant parts of the IEC 62443 series could be applied to Ex protection technique where the Ex product incorporates some form of automation or control where vulnerabilities to cyber security threats may exist.   Additionally, perhaps IECEE OD 2061 could be applied (as published or duplicated in an IECEx publication) using the principles of ISO 80079-36 (with respect to the Ignition Hazard Assessment Procedure approach – refer Annex C) to satisfy the requirements of Clauses 3.3.1 and 3.3.2 of IECEE OD 2061 and to address the comment from Mr Coppler (refer above in Background section)

Actions Required

1. in response to Item 21.2 of ExMC/1083A/RM, the IECEx Member Bodies of China, Israel and New Zealand are invited to nominate their representatives to the ‘IECEx Cyber Security Study Group’ (noting that the IECEE CMC TF already includes the following experts:

· Mr Carmit Ilan (Standards Institution of Israel)

· Mr Yang Jay (TUV Rheinland China)

· Mr Zhu Lanlan (CQC China)

· Ms Wang Yumin (ITEI China)
Matters for ‘IECEx Cyber Security Study Group’ Discussion

1. Consider if potential threats to Ex equipment and systems include

a. Loss of control

b. Upload of viruses, bots, etc

c. Download of data

2. Appropriate control and protection measures and methods

a. Firewalls

b. Access passwords 

c. Encryption

d. Data backup

e. Other ….

3. The role and value of audits of control and protection measures and methods

a. Basis (Standards, checklists, and other “tools”) and method of audit

b. Competency of auditors … 

i. what constitutes ‘competence’ ?

ii. are / where are the requirements for ‘competence’ documented ?

iii. how is ‘competence’ assessed and by who ?

iv. how often should ‘competence’ be reassessed / reconfirmed (noting the potential for rapid changes to the nature of cyber threats over time) ?

--------------------------------------------------------

Mark Amos

IECEx Secretariat

IECEx Cyber Security Study Group Convenor

ANNEX A

Presentation to 2015 IECEx ExMC Meeting by the late Mr Ron Collis as Convenor of IEC CAB WG17
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ANNEX B

IECEE OD 2061 Edition 1.0 (approved for publication on 28th November 2016)
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ANNEX C

IGNITION HAZARD ASSESSMENT PROCEDURE (based on ISO 80079-36)
1. Identification of ignition hazards (analysis of the ignition hazards and their causes),
2. Preliminary ignition hazard estimation and evaluation (estimation of the ignition hazards determined in step 1 regarding the frequency of their occurrence and comparison with the target EPL),
3. Determination of measures (determination of protective measures, if necessary, to reduce the likelihood of an ignition hazard according to step 2),
4. Finally ignition hazard estimation and categorisation (estimation of the ignition hazards regarding the frequency of occurrence after including protective measures determined in step 3),
5. Determination of the EPL, Temperature classification, Gas and Dust Group.
Recommendation #1 to 2017 ExMC Meeting that the IECEx ExMC:





Confirm the expectations of the ongoing work of the IECEx Cyber Security Working Group as detailed on page 6 of this document as “tasks”





Determine, in view of the following reports, whether the approach of using IEC 62443 Standards is appropriate for IECEx certification purposes and:


If so, discuss and decide how the potential problems for IECEx Certification with the IEC 62443 approach can be managed, OR


If not, discuss and decide alternative means of completing the tasks assigned to the Study Group
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IECEE-CMC TASK FORCE CYBER SECURITY: Meeting Report

2017-02-13





IEC SYSTEM FOR CONFORMITY TESTING AND CERTIFICATION

OF ELECTROTECHNICAL EQUIPMENT AND COMPONENTS - IECEE)



Subject:

CMC Task Force Cyber Security 

Meeting Report



Terms of Reference:

To make an unique approach for conformity assessment to IEC62433 series 

· The initial set-up of a guidance Operational Document to describe how the conformity assessment can be handled

· To describe the use of testing tools (start of instrument list) and test protocols

Additional areas of work include conformity assessment elements pertaining to Industrial Automation Cyber Security in conjunction with the IEC 62443 series of standards to address the following: 

· To track the current status of work coming out of TC 65 WG10, Industrial Automation, to ensure that Standards coming out of TC 65 are relevant to the Certification Market place. This will be accomplished via informal WG 3 liaison with TC 65 (common members).

· To include elements pertaining to Cyber Security related to Industrial Automation.

· To evaluate the need for Personnel certification for Cyber Security.

· To evaluate the need for a “System Level” Certification for Cyber Security of an industrial application.







Meeting Date:			Meeting hours:

06-07 FEB2017			09:00-17:00 (MON); 09:00-12:00 (TUE)



Meeting Place:			Meeting Room:

Interteck, Lake Forest, CA			Main Conference Room





In attendance: Lee Neitzel (Convenor), Stefan Rutten (asst convenor), Jeff Melrose, Steven Margis, Yumin Wang, Jay Yang, Tsutomu Yamada, Toshiyuki Kajiya, Tim Duffy, Bernhard Petri, Kerry McManama, Mark Amos, Pierre Selva, Michel Hagar, Irina Rashfal (Tuesday), Ted Gaertner (Tuesday)

By telecon: Judith Rossebo



AGENDA:

Monday

1. Opening of meeting

2. Review of draft certificate

3. Review of draft TRF

4. Discussion of the workshop

Tuesday

5. Approval of updated draft certificate

6. Approval of updated draft TRF

7. Further discussion of the workshop

8. Action items

9. Closing of meeting








1. Opening of the Meeting 

The Convenor called the meeting to order and welcomed all to the meeting.  The objective of the meeting was stated to be to update and approve the draft certificates and TRF for submission to the CMC. It was decided that the submission would request the CMC to approve them at the May 2017 CMC meeting.



2. Review of draft certificate

The draft certificate that was previously discussed on the January 16, 2017 telecon was reviewed. Kerry McManama recommended that we provide an updated OD 2037 to the CMC, and the meeting members agreed. Steve Margis created a draft for an update of OD 2037 and the contents of the draft certificate document were transferred to the updated OD 2037. It was decided that we would use this certificate for all parts of IEC 62443, starting with Part 2-4 and following with Part 4-1 when it is published as an IS projected for later this year. Part 3-3 would also be applicable if requested by applicants. Comments to the update were noted by Lee Neitzel who took an action item for the evening to update the final version for approval on Tuesday.



3. Review of draft TRF

The draft TRF that was previously discussed on the January 16, 2017 telecon was reviewed. We agreed that the TRF would be specific to IEC 62443-2-4, but that the same format and Compliance Checklist could be used for other parts. A format for the Compliance Checklist is contained in the TRF, and an Excel spreadsheet of the specific requirements was produced to be used by the conformity assessment bodies during assessment. Comments to the updated TRF and Compliance Checklist spreadsheet were noted by Lee Neitzel who took an action item for the evening to update the final versions for approval on Tuesday. 



4. Discussion of the workshop 

Members discussed the overall needs for a workshop to introduce the program to the Test Labs. Two workshops were envisioned, one for management to ensure that all conformity assessment bodies had a consistent understanding of the program and how it would operate, and one for evaluators to form a basic understanding of each of the IEC 62443-2-4 requirements. Jeff Melrose volunteered to be involved in the development of the workshops.



5. Approval of updated draft certificate

The updated draft certificate was reviewed and approved for submission to the CMC. Steve Margis volunteered to present the draft certificate to WG29, who would be meeting on Thursday, February 9. He did so and gained their approval with minor edits to the updated OD 2037. Lee Neitzel was to review those edits and distribute them to the Task Force for final review and approval.



6. Approval of updated draft TRF

The updated draft TRF was reviewed and approved for submission to the CMC. It was also agreed that the Task Force would recommend to the CMC at the May 2017 CMC meeting that the Task Force be responsible for the development and maintenance of all IEC 62443 TRFs. 



7. Further discussion of the workshop 

Jeff Melrose prepared a draft to start discussions on the content of the two workshops discussed on Monday. Discussion centered on the purpose of the workshop to ensure an aligned and successful launch of the program for interested conformity assessment bodies. This discussion reinforced the need for the workshop to promote consistency across 62443 conformity assessment services of all NCBs and Test Labs.



8. Action items

Lee Neitzel to prepare final versions of the TRF and Certificate documents for submission to the CMC and the associated report containing the recommendations for them and a description of the workshops. 



9. Closing of meeting

The convenor closed the meeting. 





*      distributed together with this agenda	10/10

**    will be circulated once available

***  previously distributed
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IEC Cyber Security Activity


September 2015 Update 


Cyber Security in Industrial Automation – IEC Activities 







What is Driving this activity Today


• Industry-wide focus on Security due to many significant events
• Industrial Automation and Control Systems (IACS) technology changing 


from vendor proprietary to IP networking and COTS hardware/OS
• Limited skillset in asset owner organizations to assess IACS cybersecurity 


capabilities
• Solution:


• Compliance to International Standards: IEC 62443 Standard (ISA99)
• Independent 3rd party security assessment via the recognized Test House community.


• Establishment of IEC Security Conformity Assessment recognition Programs (these 
are being prepared today)


WIB 2.0*: Address SHELL’s requirements & balance with IEC 
62443-2-4 timing.


NIST Cybersecurity Framework* Development:  Leading to 
Standards & Legislation?


Achilles™ test platform Exida.com LLC







How did IEC 62443 come about?


Organization
Consortium of Asset Owners, Suppliers, and Industry Organizations formed in 2007 
under the ISA Automation Standards Compliance Institute (ASCI):
Mission
Establish a set of well-engineered specifications and processes for the testing and 
certification of industrial automation and control systems products
Decrease the time, cost, and risk of developing, acquiring, and deploying control 
systems by establishing a collaborative industry-based program among asset 
owners, suppliers, and other stakeholders







The IEC has two CA Committees looking at this subject.


IEC CAB Working  Group 17 (WG!7) for Cyber Security
This is a strategy working Group.


IECEE Policy and Strategy Committee, Working Group 3 (PSC, WG3) for Industrial 
Automation
This working group is about how to establish an International Mutual 
Recognition program from Cyber Security, similar to the CB scheme in 
operation.


These are:







IEC CAB WG17 
The Terms of reference for this committee are:


To investigate the market need for global certification schemes for products, services, 
personnel and integrated systems in the domain of cyber security. 


To determine which services are needed and in what timeframe. 


To investigate the CA services currently given or proposed.


What is IEC role in providing an International acceptable Mutual Recognition program 
for certification of integrated products and services in both the Industrial Automation 
and in the Office environment.







This AdHoc group was established and was asked to consider: 


• Is there a need in other areas (Medical, Smart Home, and Power Distribution or Smart Grid) and what 
would be needed. 


• What domains should be considered first. 
• Are there other CA services for Cyber Security offered in other parts of the world that need to be identified. 
• Market relevance and market need analysis is also tasked to this AdHoc. The other systems should be 


asked as well and able to provide feedback. 


Time line for the AdHoc:
• The first draft is to be completed by the AdHoc by June 9th, 2015 and submitted to WG 17 for review. 
• The Final document to be submitted to the CAB at the “Fall” meeting. 
• Industrial automation is currently being covered under IECEE PSC WG 3


• Members of this AdHoc are:. (Anton Prins, DEKRA, Ken Modeste - UL, Mike Ahmadi - Codenomicon, 
David Doggett – Schneider, Eyal Adar – WCK, Paul Forney – Schneider, Dalibor Tatyek – ezu, Lee Neitzel
– GE WurldTech).


WG17 AdHoc Group







IECEE PSC WG3 
The Terms of reference for this committee are:


To track the current status of work coming out of TC 65 WG10, Industrial Automation, 
to ensure that Standards coming out of TC 65 are relevant to the Certification Market 
place. This will be accomplished via WG 3 liaison status.


To include elements pertaining to Cyber Security
Develop a Test Report Form (TRF)


To evaluation the need for Personnel certification for Cyber Security.


To evaluation the need for a “System Level” Certification for Cyber Security of an 
industrial application







DecemberAugust October November JuneAprilFebruary


WG3 TF2 WG3PSC MeetingIEC GM_WG3 
Meeting


WG3 Meeting Proposal 
Dead 
line


IECEE CMC
PSC Meeting


Approve 
& add to 


Draft


Approve Work Final Approve ApprovedDraft Program


2015 2016


Cyber Security CA Time Line in the IECEE


UL North 
Brook Frankfurt 


Germany Singapore Japan Singapore


Location of Meetings







IEC/TC65 – IEC 62443, Deliverables
General Asset owner System provider / Integrator Component / Application 


(Software) provider


ISA-TR62443-0-3  [WG5]
Gap Assessment of Part 2-1


ISA-62443-2-1  [WG2]
IACS security management 


system – Requirements
(Published, Under Revision)


ISA-TR62443-3-1  [WG1]
Security technologies for IACS


(Published)


ISA-62443-4-1  [WG4]
Product Development 


Requirements
(Under Development)


ISA-62443-1-1  [WG3]
Terminology concepts and models


(Published, Under Revision)


ISA-62443-2-2  [WG2]
IACS security management 
system – Implementation 


guidance
(Proposed)


ISA-62443-3-2  [WG4]
Security assurance levels for 


zones and conduits
(Under Development)


ISA-62443-4-2  [WG4]
Technical security requirements 


for IACS components
(Under Development)


ISA-TR62443-1-2  [WG3]
Master glossary of terms and 


abbreviations
(Under Development)


ISA-TR62443-2-3  [WG6]
Patch management in the IACS 


environment
(Proposed)


ISA-62443-3-3  [WG4]
System security requirements and 


security assurance levels
(Approved)


ISA-62443-1-3  [WG4]
System security compliance 


metrics
(Under Development)


ISA-62443-2-4 [IEC/65/WG10]
Requirements for IACS solution 


suppliers
(Under Development)


ISA-62443-1-4  [TBD]
IACS security and lifecycle use 


cases
(Proposed) 14 Total Deliverables


5 Available Today


What Standards do we have today!







62443-3-3 62443-4-2


62443-4-1


62443-3-2 62443-2-1


62443-2-4


Secure
Product


Operation
Product Serviceable Product 


Product Supplier


System Security Component Security


Security Development Lifecycle Security Services


Risk Assessment 
& Zone Control


System Security


Service Provider


Asset Owner


Operator


IS


CDV IS


DC


Eg: Shell, Exxon, BP


Eg: Bectel, Emerson


Eg: Rockwell, Honeywell, Emerson, ABB


Eg: could be third party







1, General:
Conformity Assessment Process
Customer Application for Certification
For which Standards- Process Certificates or Product Certification


2, IEC 62443-2-4 Submission Process:
Submission/application form.
System Components
Conformance Blocks
Claims/Arguments 
Evidence on CompliancePer


Work to be undertaken:


3, 62443-2-4 Conformance Assessment 
Guidance.
Criteria
Typical Evidence


Scope of Assessment


Requirement to NCB 







Concept of Conformity Assessment 


Protection against casual or coincidental violation


Protection against intentional violation using 
simple means with low resources, generic skills 
and low motivation
Protection against intentional violation using 
sophisticated means with moderate resources, 
IACS specific skills and moderate motivation


Protection against intentional violation using 
sophisticated means with extended resources, 
IACS specific skills and high motivation


Security level and level of protection 


Cyber Security in Industrial Automation – IEC Activities 


1. Security Management Process


2. Security Requirements Specification


3. Security Architecture Design


4. Security Risk Assessment (Threat Model)


5. Detailed Software Design


6. Document Security Guidelines


7. Module Implementation & Verification


8. Security Integration Testing


9. Security Process Verification


10. Security Response Planning


11. Security Validation Testing


12. Security Response Execution


SDLA (Security Development 
Lifecycle Assessment)







What might an IEC Conformity 
Assessment Program look like?







Embedded Device Security Assessment (EDSA) Overview


• Certification that the supplier’s product is robust 
against network attacks and is free from known 
security vulnerabilities


• Meets requirements of IEC-62443-4-2 for embedded 
devices.


• Currently available


This will be offered by the IECEE through the INDA  category once IEC CAB 
gives approval (early 2016)







What is an Embedded Device?
Special purpose device running embedded software designed to 
directly monitor, control or actuate an industrial process:


Examples are:
• Programmable Logic Controller (PLC)
• Distributed Control System (DCS) controller
• Safety Logic Solver (Emergency Shut down Logic Unit)
• Programmable Automation Controller (PAC)
• Intelligent Electronic Device (IED)
• Digital Protective Relay
• Smart Motor Starter/Controller
• SCADA Controller
• Remote Terminal Unit (RTU)
• Networked Vibration monitoring controller
• Net worked Gas detectors







System Security Assessment 
(SSA)


Security Development 
Lifecycle Assessment 


(SDLA)
Ensures Fundamental Security Features are 


Provided 


• A system’s security functionality is audited against 
defined requirements for its target security level


• Ensures the system has properly implemented the 
security functional requirements


Identifies Vulnerabilities in Actual Implementation


• Structured penetration testing at all entry points
• Scan for known vulnerabilities (VIT)
• Combination of CRT and other techniques


Ensures Security Was Designed-In


• The supplier’s system development and maintenance 
processes are audited for security practices


• Ensures the system was designed following a robust, 
secure development process


Functional Security 
Assessment (FSA)


System Robustness Testing 
(SRT)  and


Vulnerability Identification 
Testing (VIT)


System Security Assessment Conformity 
Assessment Program







Security Development Lifecycle 
Assessment (SDLA) Overview


• Certification that the supplier’s product development work 
process includes security considerations throughout the 
lifecycle


• Meets requirements of IEC-62443-4-1
• Based on several industry-recognized security 


development lifecycle processes


System Security Assessment (SSA) Overview
• Certification that the supplier’s product is robust against 


network attacks and is free from known security 
vulnerabilities


• Meets requirements of IEC-62443-3-3 (approved)







SSA System Robustness Test


• Asset Discovery Scan
• scan to discover the components on the network


• Communications Robustness Test
• verify that essential functions continue to operate under high network load 


and malformed packets


• Network Stress Test
• verify that essential functions continue to operate under high network load


• Vulnerability Identification Test
• scan all components for the presence of known vulnerabilities
• based on National Vulnerability Database







Some of the Evidence that will be required:


• ML 1: completed contract statements, product supplier documentation, 
FAT, SAT, Acceptance Letter from customer, project produced docs (internal 
or deliverable), screen shots


• ML 2: policies and procedures, product supplier documentation 
• ML 3 – ML 2 + completed contract statements for ML2 + FAT, SAT, 


Acceptance Letter from customer, project produced docs (internal or 
deliverable)/ screen shots


• ML 4 – ML 3 proof of execution against revisions to ML 2 policies and 
procedures showing process improvements (not just editorial updates), 
product documentation showing improvements, ML 3 project produced 
docs (internal or deliverable)/screen shots showing improvement







•


The image part with relationship ID rId3 was not found in the file. The image part with relationship ID rId3 was not found in the file.


Certification body B2


Certification body B1     
recognizing


Certification body A
issuing


Regulators


Asset Owner / 
Integrator


Applicant


Laboratory
The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


Analyzing…


The image part with relationship ID rId3 was not found in the file.


Testing…


Application 
documents


Test
Report


National 
differences
(if applicable)


Conformity 
Assessment 
Certificate


Conformity 
Assessment 
Report


Factory 
Audit Report


National 
differences
(if applicable)


Factory


Type test 
program


National 
differences
(if applicable)


The image part with relationship ID rId3 was not found in the file.


Auditing…


Factory 
Audit Report


Type test 
program


National 
differences
(if applicable)


The image part with relationship ID rId3 was not found in the file.


Factory 
Inspection


The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


15 working days


Conformity 
Assessment 
Certificate


Conformity 
Assessment 
Report


Factory 
Audit Report


National 
differences
(if applicable)


The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.


Global Market
The image part with relationship ID rId3 was not found in the file.


The image part with relationship ID rId3 was not found in the file.
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IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components (IECEE) 



1. [bookmark: _Toc462659945]Scope

This publication contains the Rules of Procedure for the IECEE Industrial Cyber Security Program.  The service is intended to provide a framework for assessments in accordance with the IEC 62443 Security for industrial automation and control systems series of standards to result in an IECEE Certificate of Conformity - Industrial Cyber Security Capability.

The IEC 62443 series of standards generally specify requirements for security capabilities. These capabilities may be technical capabilities (security mechanisms) or process capabilities (human procedures).

IEC 62443 conformance assessment consists of the evaluation of an Applicant’s security capabilities that it uses to develop, integrate and/or maintain specific products or solutions. Two evaluations can be conducted:

	To evaluate an applicant’s ability to provide IEC 62443 compliant security capabilities. This assessment focuses on evidence that supports the Applicant’s submittal. This submittal contains the specific requirements and the processes used to implement the security capabilities for which they are requesting to be assessed. 

	To evaluate that these capabilities have been applied to either:

a specific product or 

a specific solution.

2. [bookmark: _Toc441156309][bookmark: _Toc462659946]Normative References

The following publication contain provisions which, through reference in this text, constitute modification of these Rules of Procedure. 

IECEE 02: Edition 16.0 2016-06 IECEE Rules of Procedure - CB Scheme

IEC 62443 (series) Security for industrial automation and control systems

3. [bookmark: _Toc441156310][bookmark: _Toc462659947]Rules

The IECEE Industrial Cyber Security Program is operated following the same basic rules of the CB Scheme as specified in IECEE 02 Part I and its related Operational Documents (ODs) and Administrative Documents (ADs) with the following additional considerations.  

Note: In this case, Test Results relate to the assessment of supporting evidence for security capabilities required by IEC 62443 and the application of those capabilities.

In addition, the following apply:

[bookmark: _Toc441156311][bookmark: _Toc462659948]3.1	Participation

Participation in the IECEE Industrial Cyber Security Program is for Issuing NCBs only.  

Recognizing NCBs do not apply.  Although, Members and other interested stakeholders may determine the suitability and potential further use of such results.  As a result, specification of National differences is not applicable.

[bookmark: _Toc441156312][bookmark: _Toc462659949]3.2	Certificate of Conformity - Industrial Cyber Security Capability 

The deliverable to be issued as a result of the IECEE Industrial Cyber Security Program is a Certificate of Conformity – Industrial Cyber Security Capability.  A Certificate is associated with a supporting IECEE Test Report.  The report is not valid as an IECEE Test Report unless signed by an approved CB Testing Laboratory and appended to a Certificate issued by an NCB in accordance with this operational document.  

This certificate can be issued by an NCB under two scenarios:

1. Scenario 1 – Capability Assessment: An assessment of a set of capabilities typically described in a plan or set of policies / procedures

1. Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 capability for a specific product or solution

Within this program, the Scenarios apply as follows for the IEC 62443 series of standards:



		

		IEC 62443-4-1

(Future Consideration)

		IEC 62443-2-4



		Process

		

Scenario 1

		
Scenario 1



		Product



		
Scenario 2

(with security requirements)

[e.g. IEC 62443-3-3]

		

Scenario 1*



		Solution

		



		

Scenario 2





* Note – Product in this instance refers to a product/component as it contributes to a solution

[bookmark: _Statement_of_Test][bookmark: _Toc441156313][bookmark: _Toc462659950]3.3	IECEE Industrial Cyber Security Program Operation

[bookmark: _Toc441156314]3.3.1	 Scoping of Submittal

The Applicant is responsible for both identifying the standards within the IEC 62443 series to be utilized in their assessment and for selecting the specific security requirements from the identified standards that are to be evaluated within the scope of the assessment.  In addition, the Applicant may be required to identify the product(s) or solution to which the assessment applies.

Note: It is not required to select all security requirements from the identified standard.  The Applicant selects the specific requirements for which they are requesting to be assessed.

[bookmark: _Toc441156315]3.3.2	Supporting Evidence

As part of the submittal, the Applicant completes the applicable portions of a Test Report Form (TRF) and additionally provides evidence in support of the capabilities that are intended to demonstrate compliance to the selected requirement(s).   

[bookmark: _Toc441156316]3.3.3	Assessment

In performing the assessment, each selected IEC 62443 security requirement is evaluated against the supporting evidence supplied by the Applicant to determine compliance.

[bookmark: _Toc441156317][bookmark: _Toc462659951]3.4	Expert Task Force (ETF)

Based on the needs for specific technical expertise for this service, a CTL ETF for the IEC 62443 series of cyber security standards shall be maintained.  

[bookmark: _Annex_I_-]A primary responsibility of the ETF is to ensure the consistent interpretation and application of IEC 62443 requirements by all NCBs/CBTLs.
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		Test Report issued under the responsibility of: 






		TEST REPORT


IEC 62443-2-4

SECURITY FOR INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS – PART 2-4: SECURITY PROGRAM REQUIREMENTS FOR IACS SERVICE PROVIDERS



		

		



		Report Number.
:

		[CBTL to provide info] 


(Note 1: The NCB rules for numbering system shall be used – The original Report Ref. Number may include a suffix or it can be a new number, or it may be unchanged number as long as the Amendment Report can be linked to the Original report without ambiguity) 



		Date of issue
:

		[CBTL to provide info]



		Total number of pages


		[CBTL to provide info]



		Certificate type

		[Applicant to select one of the Certificate Types specified in OD 2037_ed.1.8_mod_IECEETCyber
)



		Name of Testing Laboratory preparing the Report


		[CBTL to provide info]



		Applicant’s name
:

		[Applicant to provide info]



		Address
:

		[Applicant to provide info]



		Test specification:

		



		Standard
:

		IEC 62443-2-4:2015, am 1



		Test procedure
:

		OD 2061 Industrial Cyber Security Program



		Test Report Form No.
:

		IEC 62443_2_4A 



		Test Report Form(s) Originator
:

		[CBTL to provide info]



		Master TRF
:

		Date of this TRF publication



		Copyright © 2015 IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components (IECEE System). All rights reserved.


This publication may be reproduced in whole or in part for non-commercial purposes as long as the IECEE is acknowledged as copyright owner and source of the material. IECEE takes no responsibility for and will not assume liability for damages resulting from the reader's interpretation of the reproduced material due to its placement and context.


If this Test Report Form is used by non-IECEE members, the IECEE/IEC logo and the reference to the CB Scheme procedure shall be removed.


This report is not valid as a CB Test Report unless signed by an approved CB Testing Laboratory and appended to a CB Test Certificate issued by an NCB in accordance with IECEE 02.



		General disclaimer:



		The test results presented in this report relate only to the object tested.
This report shall not be reproduced, except in full, without the written approval of the Issuing CB Testing Laboratory. The authenticity of this Test Report and its contents can be verified by contacting the NCB, responsible for this Test Report. 



		





		Test item description
:

		[Applicant to provide name of top-level product for which capabilities are being assessed. Not applicable for “Process Capability Assessments” where the capabilities are independent of a specific product].


Components of this product are to be described in “General product information” below]. 



		Manufacturer
:

		[Applicant to provide info]



		Model/Type reference
:

		[Applicant to provide info]



		Version
:

		[Applicant to provide info]



		



		Responsible Testing Laboratory (as applicable), testing procedure and testing location(s):



		 FORMCHECKBOX 


		CB Testing Laboratory:

		[CBTL to provide info]



		Testing location/ address
:

		[CBTL to provide info]





		 FORMCHECKBOX 


		Associated CB Testing Laboratory:

		[CBTL to provide info]



		Testing location/ address
:

		[CBTL to provide info]




		Tested by (name, function, signature)
:

		[CBTL to provide info. If multiple testers are applicable, provide a “Tested by” entry for each]

		signature 



		Approved by (name, function, signature)
:

		[CBTL to provide info]

		signature 



		





		List of Attachments (including a total number of pages in each attachment): 


[CBTL to provide info]



		Summary of testing:



		Tests performed (name of test and test clause):


See “Compliance Checklist” 

		Testing location:


[CBTL to provide info]



		 FORMCHECKBOX 
 The product fulfils the requirements of IEC 62443-2-4:2015, am 1 that were assessed as itemized in the Compliance Checklist.







		Test item particulars
:

		



		Possible test case verdicts:

		



		- test case does not apply to the test object
:

		N/A



		- test object meets the requirement at the Declared Maturity Level
:

		P (Pass)



		- test object does not meet the requirement
:

		F (Fail)



		Testing
:

		



		Date of receipt of test item
:

		[CBTL to provide info]



		Start date of performance of tests
:

		[CBTL to provide info]



		Completion date of performance of tests
:

		[CBTL to provide info]



		



		General remarks:



		"(See Enclosure #)" refers to additional information appended to the report.
"(See appended table)" refers to a table appended to the report.

The test results presented in this report relate only to the Certificate Type and the requirements assessed. Additional detail is provided in “General product information” below. 

This report shall not be reproduced except in full without the written approval of the testing laboratory or the applicant. 

Throughout this report a  FORMCHECKBOX 
 comma /  FORMCHECKBOX 
 point is used as the decimal separator.
[Applicant to provide info]



		Manufacturer’s Declaration per sub-clause 4.2.5 of IECEE 02:



		The application for obtaining a CB Test Certificate includes more than one product service organization and a declaration from the Service Provider stating that the evidence submitted for evaluation is (are) representative of the product services from each product service organization has been provided
:

		 FORMCHECKBOX 
 Yes [Applicant to provide info – list service organizations involved in the assessment]


 FORMCHECKBOX 
 Not applicable [Applicant to provide info]



		
When differences exist; they shall be identified in the General product information section.



		General product information:


[Applicant to provide a general architecture diagram if applicable, showing all components on which applicant security capabilities to be assessed operate, with a brief description of each component. Not applicable for “Process Capability Assessments” where the capabilities are independent of a specific product.]


Architecture diagram


Component


Version


Description


Remarks








		Summary Level

		Req ID

		Requirement

		Applicant Role (s)

		Declared Maturity Level

		Conformity Statement

		Applicable
Component

		Conformity Evidence

		Result - Remarks

		Verdict



		[Defined in the standard]


The IEC 62443-2-4 Summary Level in which the requirement is defined

		[Defined in the standard]


The ID for the requirement 

IEC 62443-2-4 example:


“SP.03.02 RE(1)” 

		[Defined in the standard]


The requirement as stated in IEC 62443-2-4

		[Applicant to Provide]


IEC 62443-2-4 values: 



“Integrator”, 



“Maintenance provider”, 


Duplicate rows if both are appropriate

		[Applicant to Provide]


1 (Initial)


2 (Managed)


3 (Defined)


4 (Improving)

		[Applicant to Provide]


Brief description of how the requirement is met.

		[Applicant to Provide]


If applicable, components to which the Conformity Statement applies. 

Repeat this row for each component for which there a separate Conformity Statement is necessary 

		[Applicant to Provide]

Documentation evidence to support the Conformity Statement

		[CBTL to provide]

		[CBTL to provide]

Values:

N/A

P (Pass)

F (Fail)
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