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INTRODUCTION

Mr Amos of the IECEx Secretariat, IECEx Cybersecurity Taskforce Convenor, IEC CAB WG17 member and liaison to IECEE CMC WG31 has prepared this document as an update on the progress of work within IEC and IECEx regarding the topic of cybersecurity as previously reported in ExMC/1400/R and covered by ExMC Decision 2018/12 as repeated below:
Decision 2018/12
The Meeting accepted the report provided by Mr Amos (as circulated as ExMC/1400/R) and also noted CAB/1737/R as a report from CAB WG17, Cyber Security.

It was agreed that the IECEx Cyber Security Study Group continue to monitor the work of the IECEE CTF WG (now redesignated as IECEE CMC WG31) and take no decisions regarding IECEx Certification with respect to cyber security matters at this point in time.

The meeting also noted the advice from the USNC on their work on this matter.

In accordance with the above ExMC Decision and CAB Decision 42/12, the IECEx Cybersecurity Taskforce continues to maintain links with the work in the IECEE System on cybersecurity certification activity via membership of IECEE CMC WG31.
In this work, the IECEx Cybersecurity Taskforce acknowledges that there is an opportunity to define any appropriate  “Ex sector” specific requirements and the concept of Profiles related to specific explosion protection techniques appears to be relevant (and therefore the proposed Basic IECEx Certification Process outlined in ExMC/1400/R remains as a valid option).  In this respect it is noted from the most recent correspondence from IECEE CMC WG31 that 

“… it was clarified (or re-clarified) that such profiles should be further pursued in IEC TC 65, rather than in IECEE, so the work had been moved to IEC TC 65/WG 10 to avoid possible overlapping activities. Nevertheless, IECEE cyber security of course continues to be a major user and application area for IEC 62443 profiles, and there is a field in the cyber security certificate structure (in IECEE OD 2037, Annex 5, “additional information”) where such profiles can be referred to in related certifications.”
It should also be noted that the IECEE CMC has decided to discontinue the factory surveillance service (FSS) and therefore any IECEx Certificates based on an IECEE Certificate would need to be of a Unit Verification type.
Regarding other progress within the IECEE System, IECEE CMC WG31 report that 

· The TRF and worksheet for IEC 62443-4-2 have been published on the IECEE website and are available to be used for certifications to that standard.
· A Cyber Security Expert Taskforce has been convened by IECEE CMC WG31 and one of their tasks is the development of guidance documents for the industrial cyber security program. 
In anticipation of possible future offerings of cybersecurity certification from within the IECEx System to meet the needs of stakeholders in the “Ex sector”, members are reminded of the need to consider the need, at a time to be agreed, to: 

1. Revise IECEx 02, OD 009 etc. to reflect agreed process
2. All IECEx 02 Scheme ExCBs to take necessary training etc. needed to ensure capability to understand and recognise IECEE Certificates to IEC 62443 series Standards
3. Add IEC 624453 Series to eligible IECEx 02 Scheme ExCB Scopes
Members may also be interested to note the following outcomes from the most recent (March 2019, Singapore) meeting of IEC CAB Working Group 17, Cybersecurity:
1. The Terms of Reference of IEC CAB WG17 are confirmed as 

· To investigate the market need and timeframe for CA services (global certification schemes) for products, services, personnel and integrated systems in the domain of cyber security (excluding the scope of Industrial Automation Applications covered by IECEE CMC WG cybersecurity)

· To communicate to other industry sectors the generic Cyber Security approach taken by IECEE CMC WG cybersecurity and how this may apply to those other sectors.
2. WG17 recommends to CAB to request the National Committees, through the National Committees Secretary Forum, to start promotional actions towards their Regulators concerning the IEC cybersecurity CA activities. 
3. WG17 recommends to CAB the creation of a Communication Task Force involving SMB, CAB and IEC Communications Department people to build a strong cybersecurity communication plan.
4. WG17 noted that IECQ has setup a new WG12 on cybersecurity, dealing with the ISO/IEC 27000 series, to investigate the development of a certification scheme.
5. UNECE WP6 (authors of the CRO for Equipment used in environments with an explosive atmosphere) are working on a draft UN Common Regulatory Objectives Framework Guidelines for Cybersecurity.
6. CAB document circulated as CAB/1849/R provides an outline of cybersecurity activities in various countries, sectors and CA Systems.
This document is issued for information to members and is listed on the IECEx 2019 ExMC meeting agenda for noting and any necessary discussion.    No recommendations are recommended at this time and no decisions are sought.
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