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INTRODUCTION

Mr Amos of the IECEx Secretariat, IECEx Cybersecurity Taskforce Convenor and IECEx liaison to IECEE CMC WG31 has prepared this document as an update on the progress of work within IEC and IECEx regarding the topic of cybersecurity as previously reported in ExMC/1400/R and ExMC/1528/R. 

This document is issued for information to ExMC members and is listed on the IECEx 2020 ExMC meeting agenda for noting and any necessary discussion.    No recommendations are recommended at this time and no decisions are sought.

BACKGROUND

It has been previously acknowledged by the IEC CAB Decision 42/12 that whilst the IECEE System shall serve as the focus point for technical evaluation forming part of the conformity assessment services for all IEC CA Systems, the other IEC CA Systems shall define any additional sector-specific requirements as far as appropriate.     Hence the opportunity for the IECEx Cybersecurity Taskforce to define any appropriate “Ex sector” specific requirements remains available if any member wishes to propose ideas for consideration by the Taskforce.

In the interim and in accordance with ExMC Decision 2018/12, it is agreed that the IECEx Cyber Security Study Group continue to monitor the work of the IECEE CMC WG31.

UPDATE

Regarding other progress within the IECEE System, IECEE CMC WG31 (referred to hereafter in this report as ‘WG31’) report that 

1. IEC CAB WG17 that has been dissolved and WG 31 has been asked to take over its open action items with the following amendment to the Terms of Reference for WG31 being proposed to the IECEE CMC meeting of March 2020:

IECEE CMC WG 31 Cyber Security - TERMS OF REFERENCE: 
 To make a unique approach for conformity assessment to IEC 62443 series

· The initial set-up of a guidance Operational Document to describe how the conformity assessment can be handled.
- To describe the use of testing tools (start of instrument list) and test protocols.
Additional areas of work include conformity assessment elements pertaining to Industrial Automation Cyber Security in conjunction with the IEC 62443 series of standards to address the following:

· To track the current status of work coming out of TC 65 WG10, Industrial Automation, to ensure that Standards coming out of TC 65 are relevant to the Certification Marketplace. This will be accomplished via informal WG 31 liaison with TC 65 (common members).

· To include elements pertaining to Cyber Security related to Industrial Automation.

· To evaluate the need for Personnel certification for Cyber Security.

· To evaluate the need for a “System Level” Certification for Cyber Security of an industrial application.

Additionally, WG 31 observed that there are a number of outstanding IEC CAB WG 17 action items and raised concerns that taking on too many of these at one time will divert their focus. Therefore WG 31 has determined that they should initially work on the following action item:

….. IECEE to investigate the market need for a certification program aligned with IEC 62351, and tasked IECEE with providing a report on this item to CAB at its June 2020 meeting.

2. WG31 held meetings on 2019-11-12, 2020-02-03, 2020-03-12, and 2019-03-19. The next meeting is currently not planned.

Extracts from WG31’s report to IECEE CMC Meeting in March 2020 of potential interest to IECEx members follow:

a) Revision of IECEE 02, Rules of Procedure

The text allows for NCBs to be Issuing but not Recognizing NCBs. This was originally allowed because at the inception of the program an NCB may not have had an established scheme for cyber security. However, at this stage most NCBs have a scheme and so this is no longer a concern.

b) Revision / recreation of IECEE OD 2061, TITLE 

IECEE CMC WG31 recommended that OD-2061 be re-created by taking the operational details of the Industrial Cyber Security Program from IECEE 02 and putting them into the new OD-2061. The rules of procedure for the Industrial Cyber Security Program will remain in IECEE 02.    The draft submitted for IECEE CMC approval is embedded below for noting:
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The revision (with proposed effective date of implementation of 1st July 2020) includes the following aspects which may be of interest to IECEx members:
i. 
Addition of a new certification scenario, Solution Application of Capabilities Assessment (IEC 62443-3-3), which will allow integrators to get their solution certified to IEC 62443-3-3.   As a reminder to the IECEx members, the Certification Scenarios are illustrated in the text and table below (as extracted from IECEE OD 2061, Edition 2.0 Draft)

….. certificates can be issued by an NCB under two scenarios:
1) Scenario 1 – Capability Assessment: An assessment of a set of technical capabilities (IEC 62443-3-3, IEC 62443-4-2) or process-oriented capabilities (IEC 62443-2-4, IEC 62443-4-1) 

2) Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 technical or process-oriented capability for a specific product or solution

Within this program, the Scenarios apply as follows for the IEC 62443 series of standards (grayed-out cells mean not applicable):

	
	IEC 62443-2-4
	IEC 62443-3-3
	IEC 62443-4-1
	IEC 62443-4-2

	Process
	(
Scenario 1
	
	(
Scenario 1
	

	Product
	(
Scenario 12
	(
Scenario 1

	(
Scenario 2

	(
Scenario 1 


	Solution1
	(
Scenario 2

	(
Scenario 2

	
	


1 A solution is defined to be a specific implementation of a control system at a specific time and location.

2 Product in this instance refers to a product/component as it contributes to a solution.

In summary, the following types of certificates of conformity are defined:

· Product Capability Assessment (IEC 62443-2-4, IEC 62443-3-3, IEC 62443-4-2)

· Process Capability Assessment (IEC 62443-2-4, IEC 62443-4-1)

· Solution Capability Assessment (future consideration)

· Product Application of Capabilities Assessment (IEC 62443-4-1)

· Process Application of Capabilities Assessment (future consideration)

· Solution Application of Capabilities Assessment (IEC 62443-2-4, IEC 62443-3-3)

ii. 
Description of how certificates can reference each other.

iii. 
That the certification Applicant now specifies their role. This is relevant for IEC 62443-2-4, where the applicant role (integrator or maintenance provider) is specified for each evaluated requirement in the Test Report. The Certificate Coverage field on an IEC 62443-2-4 certificate will now clearly identify whether the applicant is an integrator or maintenance provider. If an applicant is both an Integrator and Maintenance Provider they will receive two separate certificates to prevent confusion as to which requirements were fulfilled for which role

c) Creation of new CYBER category

WG31 recommended that the CMC create a new CYBER category that will contain the 62443 standards along with any other cyber security standards.

d) Possible impacts on the IECEx System
i. Ex equipment as an embedded device in an Industrial Automation Control System (IACS) controlled system ….
· IECEE Certificate to IEC 62443-4-2 or IEC 62443-3-3
· No need for IECEx Certificate 
ii. Explosion protected system with exposure to a cybersecurity threat via use of IACS ….
· IECEE Certificate to IEC 62443-4-2 or IEC 62443-3-3 used as a basis for an IECEx Certificate 
3. OTHER IEC Activities on Cybersecurity of potential interest to IECEx Members include:
a) International Cooperation and Coordination

· Discussions continue between IEC and the European Union Agency for Network and Information Security (ENISA) regarding opportunities to share and cooperate in the area of conformity assessment for cybersecurity.

· Ongoing discussions between IEC and CENELEC on The European ‘New Legislative Framework’ in which the Conformity Assessment system, provided by the New Legislative Framework (NLF), should be the preferred solution for the implementation of the new cybersecurity solutions. These discussions also included reinforcement of the IEC messages:

· that the CA systems provide the tools for market surveillance authorities. 

· that the IEC Conformity Assessment provide a tool box that enable the design of Schemes to have market surveillance as an integral part of its operation, eg IECEx, IECQ and IECRE. 

· that IEC Conformity Assessment Schemes cover many different Sectors including Sectors that are heavily regulated, eg those covered by ATEX and those IEC CA Schemes that incorporate market surveillance are recognised/used by Regulators.  

· the formal endorsement by the United Nations UNECE of the IEC CA Scheme (IECEx) as the UNECE recommended model for regulating the Ex field globally.  Also, noting that UNECE are also evaluating IEC CA for similar recognition in the field of Cyber Security.  

a) Certification to the ISO /IEC 27001 now being offered by the IECQ System  - more information available @ https://etech.iec.ch/issue/2019-04/protection-from-cyber-threats-and-beyond 

b) IECEx Secretariat involvement in IECQ discussions with the “European Cybersecurity for Aviation Standards Coordination Group” (ECSCG) 

Further work within IECEx ….

In anticipation of possible future offerings of cybersecurity certification from within the IECEx System to meet the needs of stakeholders in the “Ex sector”, members are reminded of the need to consider the need, at a time to be agreed, to: 

1. Revise IECEx 02, OD 009 etc. to reflect agreed process
2. All IECEx 02 Scheme ExCBs to take necessary training etc. needed to ensure capability to understand and recognise IECEE Certificates to IEC 62443 series Standards
3. Add relevant parts of the IEC 62443 series to eligible IECEx 02 Scheme ExCB Scopes
* Refer to slides 40-55 of the embedded presentation below for more details on the above points
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About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes International Standards for all electrical, electronic and related technologies.



About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the latest edition, a corrigenda or an amendment might have been published.



Useful links:
















IEC publications search - www.iec.ch/searchpub

The advanced search enables you to find IEC publications by a variety of criteria (reference number, text, technical committee,…).

It also gives information on projects, replaced and withdrawn publications.



IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published details all new publications released. Available on-line and also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and electrical terms containing more than 30 000 terms and definitions in English and French, with equivalent terms in additional languages. Also known as the International Electrotechnical Vocabulary (IEV) on-line.



Customer Service Centre - webstore.iec.ch/csc
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IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components (IECEE) 



1. [bookmark: _Toc462659945]Scope

2. 

This Operational Document specifies general requirements for the operation of the Industrial Cyber Security Program as defined in IECEE 02 Annex C.

This publication contains the Rules of Procedure for the IECEE Industrial Cyber Security Program.  The service is intended to provide a framework for assessments in accordance with the IEC 62443 Security for industrial automation and control systems series of standards to result in an IECEE Certificate of Conformity - Industrial Cyber Security Capability.

The IEC 62443 series of standards generally specify requirements for security capabilities. These capabilities may be technical capabilities (security mechanisms) or process capabilities (human procedures).

IEC 62443 conformance assessment consists of the evaluation of an Applicant’s security capabilities that it uses to develop, integrate and/or maintain specific products or solutions. Two evaluations can be conducted:

	To evaluate an applicant’s ability to provide IEC 62443 compliant security capabilities. This assessment focuses on evidence that supports the Applicant’s submittal. This submittal contains the specific requirements and the processes used to implement the security capabilities for which they are requesting to be assessed. 

	To evaluate that these capabilities have been applied to either:

a specific product or 

a specific solution.

3. [bookmark: _Toc441156309][bookmark: _Toc462659946]Normative References

The following publication contain provisions which, through reference in this text, constitute modification of these Rules of Procedure. 

IECEE 02: Rules of Procedure – CB Scheme of the IECEE for Mutual Recognition of Test Certificates for Electrotechnical Equipment and Components (CB Scheme) and its related services.Edition 17.0 2017-05 IECEE Rules of Procedure - CB Scheme

IEC 62443 (series) Security for industrial automation and control systems

OD-2037: CB Scheme Test Certificates

4. [bookmark: _Toc441156310][bookmark: _Toc462659947]RulesCertificate of Conformity – Industrial Cyber Security Capability

5. The IECEE Industrial Cyber Security Program is operated following the same basic rules of the CB Scheme as specified in IECEE 02 Part I and its related Operational Documents (ODs) and Administrative Documents (ADs) with the following additional considerations.  

6. 

Note: In this case, Test Results relate to the assessment of supporting evidence for security capabilities required by IEC 62443 and the application of those capabilities.

Certificates are issued in accordance with OD-2037 with special consideration to clause 12 and Annex 3. 

In addition, the following apply:

[bookmark: _Toc441156311][bookmark: _Toc462659948]3.1	Participation

Participation in the IECEE Industrial Cyber Security Program does not require NCBs to be Recognizing NCBs before they can become Issuing NCBs. However, NCBs are encouraged to participate as Recognizing NCBs even if they are not Issuing NCBs.

Members and other interested stakeholders may determine the suitability and potential further use of this program.  As a result, specification of National differences is not applicable.

[bookmark: _Toc441156312][bookmark: _Toc462659949]3.2	Certificate of Conformity - Industrial Cyber Security Capability 

The deliverable to be issued as a result of the IECEE Industrial Cyber Security Program is a Certificate of Conformity – Industrial Cyber Security Capability.  A Certificate is associated with a supporting IECEE Test Report.  The report is not valid as an IECEE Test Report unless signed by an approved CB Testing Laboratory and appended to a Certificate issued by an NCB in accordance with this operational document.  

ThisOperationally, certificates can be issued by an NCB under two scenarios:

1. Scenario 1 – Capability Assessment: An assessment of a set of technical capabilities (IEC 62443-3-3, IEC 62443-4-2) or process-oriented capabilities (IEC 62443-2-4, IEC 62443-4-1) 

1. Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 technical or process-oriented capability for a specific product or solution

Within this program, the Scenarios apply as follows for the IEC 62443 series of standards (grayed-out cells mean not applicable):



		

		IEC 62443-2-4

		IEC 62443-3-3

		IEC 62443-4-1

		IEC 62443-4-2

(Future Consideration)



		Process

		
Scenario 1

		

		

Scenario 1

		



		Product

		

Scenario 12*

		

Scenario 1*

Optionally in conjunction with an IEC 62443-4-1 Scenario 2 certificate***

		
Scenario 2

possibly in conjunction with an IEC 62443-3-3 or IEC 62443-4-2 Scenario 1 certificate**

		

Scenario 1*  

in conjunction with an IEC 62443-4-1 Scenario 2 certificate****



		Solution1

		

Scenario 2



		

Scenario 2



		





		





1 A solution is defined to be a specific implementation of a control system at a specific time and location.

2*  Note – Product in this instance refers to a product/component as it contributes to a solution.

**Note – An IEC 62443-4-1 Application of Capability certificate of conformity for a product may be issued in conjunction with an IEC 62443-3-3 or IEC 62443-4-2 Scenario 1 certificate of conformity for that product, or for a product that meets non-IEC 62443 technical security requirements.

***Note – A product certificate of conformity for a control system may optionally be issued in conjunction with an IEC 62443-4-1 Scenario 2 certificate of conformity for that control system.

**** Note - A product certificate of conformity for a control system component must be issued in conjunction with an IEC 62443-4-1 Scenario 2 certificate of conformity for that component.





In summary, the following types of certificates of conformity are defined:

Product Capability Assessment (IEC 62443-2-4, IEC 62443-3-3, IEC 62443-4-2)

Process Capability Assessment (IEC 62443-2-4, IEC 62443-4-1)

Solution Capability Assessment (future consideration)

Product Application of Capabilities Assessment (IEC 62443-4-1)

Process Application of Capabilities Assessment (future consideration)

Solution Application of Capabilities Assessment (IEC 62443-2-4, IEC 62443-3-3)

Certificate of Conformity – Certificate References

A Certificate of Conformity may reference other Certificates of Conformity. References fall into two categories:

· Certificates that must include a specific reference or the certificate cannot be issued

· Certificates that may optionally include a reference

Mandatory References

A Product Capability Assessment (62443-4-2) certificate must reference either:

· A Product Application of Capabilities Assessment (62443-4-1) for the same product

· A Process Capability Assessment (62443-4-1), accompanied with verification that the certified processes are applied to the target product.

If either of the above references are not present then the Product Capability Assessment (62443-4-2) certificate cannot be issued. 

Note that each of the Product Application of Capabilities Assessment (62443-4-1) and Process Capability Assessment (62443-4-1) certificates may be issued independently without referencing a Product Capability Assessment (62443-4-2). 

Optional References

The following table lists example certificate pairs that may reference each other:

		Solution Application of Capabilities Assessment (62443-2-4)

		Solution Application of Capabilities Assessment (62443-3-3)



		Product Capability Assessment (62443-3-3)

		Product Application of Capabilities Assessment (62443-4-1)



		Solution Application of Capabilities Assessment (62443-3-3)

		Product Application of Capabilities Assessment (62443-4-1)







[bookmark: _Statement_of_Test][bookmark: _Toc441156313][bookmark: _Toc462659950]3.23	IECEE Industrial Cyber Security Program Operation

[bookmark: _Toc441156314]3.23.1	 Scoping of Submittal

The Applicant is responsible for both identifying the standards within the IEC 62443 series to be utilized in their assessment and for selecting the specific security requirements from the identified standards that are to be evaluated within the scope of the assessment.  In addition, the Applicant may be required to identify the applicant’s role and the product(s) or solution to which the assessment applies.

Note: It is not required to select all security requirements from the identified standard.  The Applicant selects the specific requirements for which they are requesting to be assessed.

[bookmark: _Toc441156315]3.23.2	Supporting Evidence

As part of the submittal, the Applicant completes the applicable portions of a Test Report Form (TRF) and additionally provides evidence in support of the capabilities that are intended to demonstrate compliance to the selected requirement(s).   

[bookmark: _Toc441156316]3.23.3	Assessment

In performing the assessment, each selected IEC 62443 security requirement is evaluated against the supporting evidence supplied by the Applicant to determine compliance.

[bookmark: _Toc441156317][bookmark: _Toc462659951][bookmark: _GoBack]3.34	Expert Task Force (ETF)

The aim of the Committee of Testing Laboratories (CTL) is to achieve reproducibility of test results and to promote a close collaboration between testing laboratories. Based on the needs for specific technical expertise for this service, a CTL ETF 16 for the IEC 62443 series of cyber security standards shall be maintained.  has been established.

[bookmark: _Annex_I_-]A primary responsibility of the ETF is to ensure the consistent interpretation and application of IEC 62443 requirements by all NCBs/CBTLs.
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Activities regarding Cyber Security
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OBJECTIVES of this Workshop



PART 1 = to inform



PART 2 = to develop and list Actions needed for IECEx Conformity Assessment outcomes with respect to cybersecurity 





SEE FOLLOWING HIDDEN SLIDE FOR FULL PROPOSAL if required  …

2



Part 1

INFORMATION 

 









3



RECENT DEVELOPMENTS  …..



September 2017 



IECEE CMC-PSC WG3 has finalized the format and content of Stakeholder Workshops on IEC 62443 and use of these for certification under the IECEE System – a number of the relevant slides from the workshop will be included (as detailed background information) in a Green Paper version of this presentation after this ExMC Meeting



Members of IECEE CMC-PSC WG3  were advised Tuesday of last week that the German IEC National Committee will submitting a proposal to the October 2017 meeting of the IEC CAB that, regarding cybersecurity certification, includes a recommendation that …. 







SEE FOLLOWING HIDDEN SLIDE FOR FULL PROPOSAL if required  …
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RECENT DEVELOPMENTS  …..
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CAB Decision 42/12 — CAB WG 17 – Cyber Security The CAB thanked the WG 17 Convenor, Mr Pierre Selva, for his verbal report and thanked the German NC for their proposal given in document CAB/1679/DC, with comments in CAB/1679A/CC. CAB recognized that efficiency could be gained by concentrating all IEC operational CA cybersecurity activities. To serve the needs of the market and regulators, IECEE shall serve as the focus point for technical evaluation forming part of the conformity assessment services for all IEC CA Systems. The other IEC CA Systems shall define any additional sector-specific requirements as far as appropriate. 





ISA / IEC 62443 PARTS overview







ISA = The International Society of Automation (www.isa.org) is a nonprofit professional association that sets the standard for those who apply engineering and technology to improve the management, safety, and cybersecurity of modern automation and control systems used across industry and critical infrastructure. Founded in 1945, ISA develops widely used global standards; certifies industry professionals; provides education and training; publishes books and technical articles; hosts conferences and exhibits; and provides networking and career development programs for its 40,000 members and 400,000 customers around the world.
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62443-3-3

62443-4-2

62443-4-1

62443-3-2

62443-2-1

62443-2-4

Secure
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Operation

Product

Serviceable Product 

Product Supplier

System Security

Component Security

Security Development Lifecycle

Security Services

Risk Assessment & Zone Control



System Security

Service Provider

Asset Owner

Operator

eg: Shell, Exxon, BP

eg: Bectel, Emerson

eg: Rockwell, Honeywell, Emerson, ABB

eg: could be third party

IEC Cyber Security Standards “Application Map”
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eg: Bectel, Emerson

eg: Rockwell, Honeywell, Emerson, ABB

eg: could be third party

IEC Cyber Security Standards “Application Map”











IECEE Conformity Assessment using the IEC 62443 Series evaluates:

an applicant’s ability to provide IEC 62443 compliant security capabilities.

that these capabilities have been applied to either:

a specific product, or 

a specific solution (an installed product)

AND

Is based on assessment and not on testing 

A CB / NCB with suitably qualified personnel conducts the assessment





Types of assessments







IEC 62443-2-4 Security program requirements 

Security requirements for capabilities that service providers can offer to customers for installation/integration (also called deployment) and maintenance of a control system – like a checklist of procedures an airplane mechanic will follow when installing new equipment or performing maintenance















“MAIN standards”





IEC 62443-4-1 Product security development life-cycle requirements

Security requirements for processes used during product development and support by a product supplier. One of the required development processes is to define security requirements for the product

Supporting standards for the definition of product security requirements

IEC 62443-3-3 System security requirements and security levels

Requirements for security capabilities of control systems taken as a whole

IEC 62443-4-2 Technical security requirements for IACS components

Requirements for security capabilities of components used in control systems









“MAIN standards”





Scenarios for certification

		 		IEC 62443-4-1		IEC 62443-2-4

		Process		
Scenario 1		
Scenario 1

		Product
 		
Scenario 2
		
Scenario 1

		Solution		 
 		
Scenario 2







Scenario 1 – Capability Assessment: An assessment of a set of capabilities typically described in a plan or set of policies / procedures 

Example – a vendor is certified to offer and perform security services that meet IEC 62443-2-4 while installing/integrating a control system at a customer plant   …. pre-service competence evaluation

Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 capability for a specific product or solution

Example – a control system is certified that the security services used to install/integrate it were performed in compliance with IEC 62443-2-4 …. post-service confirmation of conformity evaluation



 







Scenarios for certification





Assessment for IEC 62443-2-4







is NOT granted on the basis of specific components, software, hardware etc. BUT the capability that is being certified may be a function of specific components, software, hardware etc. 



For example, a vendor’s capability may be limited to Brand X hardware using Brand Y firewalls and Brand Z PLCs

OR perhaps even further limited to models or versions





IEC62443-2-4 Certification





Process certification – Scenario 1

Service provider (vendor) has the ability to install/integrate and/or maintain a specified control system for a customer, with documented evidence that its capabilities meet IEC 62443-2-4 requirements

Product certification – Scenario 1

Product supplier (manufacturer) has a product and product support services that can be used by a service provider to meet IEC 62443-2-4 requirements

Solution certification – Scenario 2

A control system (or control system product) has been installed/integrated or is being maintained using services that meet IEC 62443-2-4 requirements









Scenarios for IEC 62443-2-4





Process certification – Scenario 1

A service provider (vendor) offers integration services to its customers for a specific control system. 

Those services are used to install/integrate/configure that control system and its components at the customer site. 

The service provider has incorporated security processes specific to that control system into its services that it believes to be compliant with IEC 62443-2-4 requirements

The service provider submits an application to be assessed for conformance. 









Example of Scenario 1 using IEC 62443-2-4 for Services





Product certification – Scenario 1

A product supplier (software/hardware manufacturer) builds and sells a firewall for use in control systems. 

That firewall has built-in security mechanisms that include packet filtering and logging. 

The product supplier provides documentation with its product that details how to harden the firewall against attack, how to configure rules for the firewall, and how to access its logs. 

The product supplier also provides technical support for its product and its security features, which include patching and incident/vulnerability response

The product supplier wishes to obtain a certificate that can be used as IEC 62443-2-4 assessment evidence by service providers that include the product in their scope. 









Example of Scenario 1 using IEC 62443-2-4 for Products





Solution certification – Scenario 2

An asset owner (end user) has installed a control system (by itself or using an integrator service provider). 

The asset owner has required that 62443-2-4 conformant processes be used for the installation.

The asset owner has required documentation evidence to be produced as part of the installation. 

The asset owner submits an application to be assessed for conformance using this evidence.

Note: Alternatively, the asset owner could follow this same approach for the maintenance of ongoing security processes used in its control system (e.g. patching, anti-virus, account management) 









Example of Scenario 2 for using IEC 62443-2-4 for Solutions (installed systems)





Assessment for IEC 62443-4-1







Process certification – Scenario 1

Product supplier (manufacturer) has a development process for securely developing and supporting one or more products as required by IEC 62443-4-1



Product certification – Scenario 2

Product supplier (manufacturer) has developed a product and supporting services (e.g. patching) using processes that were performed in accordance with IEC 62443-4-1 requirements

NOTE: IEC 62443-4-1 requirements require that security requirements for the product are identified (e.g. from IEC 62443-3-3 or IEC 62443-4-2) and properly implemented in the product (with verification)









Scenarios for IEC 62443-4-1





Process certification – Scenario 1

A product developer has a formal development process, such as an ISO 9001 compliant process. 

The product developer has incorporated security into its product development processes according to 62443-4-1

These security enhanced processes are formally documented. 

The service provider submits an application for its development process to be assessed for conformance 62443-4-1.



NOTE: In this context, “development processes” also includes processes to support the product after release 









Example of Scenario 2 using 62443-4-1 for Product Supplier Processes





Product certification – Scenario 2

A product supplier has developed a product using 62443-4-1 processes. 

Those processes require the product supplier to apply security-related processes to all phases of development and support. 

The product supplier has generated documentation that shows it has followed it secure development processes for the product.

This documentation shows traceability of security requirements through requirements definition, design and implementation, and testing.

The product supplier submits an application to be assessed for conformance. 









Example of Scenario 2 using 62443-4-1 for Developed Products





Cyber-security “certificates”







IECEE System OPERATIONAL DOCUMENT







IECEE CERTIFICATE FORMAT & CONTENT ….



















Typically capabilities to be assessed are associated with a specific product, such as a control system that an integrator installs, or a component that a maintenance contractor maintains.

In layman’s terms, if the applicant were an auto mechanic, the applicant would be certified to work on a specific model/make (e.g. Mercedes E-Class)















Diagram of the product identified in the “Test Item Description” above. 

Diagram to be accompanied by a brief description of each component or component type (e.g. Windows 10 workstation) 

Used by the assessor to determine what is “in scope” of the assessment, and what is not

Often used by customers of the application to see what was “in scope”









Types of Certificates 

Product Capability Assessment

Process Capability Assessment 

Solution Capability Assessment 

Product Application of Capabilities Assessment 

Process Application of Capabilities Assessment 

Solution Application of Capabilities Assessment



These are combinations of Scenarios 1 & 2 and Process, Product, Solution



Reference = IECEE OD 2037,Clause 11.1





Requirements assessed / Total Requirements 

A Certificate identifies the highest level of organization for the requirements of the assessed IEC 62443 standard in terms of ….

Summary Levels

defined in IEC 62443-2-4, clause 5.5.3 

Practices

defined in IEC 62443-4-1, clauses 5 through 12 

Foundational Requirements

defined in IEC 62443-3-3, clauses 5 through 11 



AND reports the ratio of the number of requirements successfully assessed against the total number of requirements in the Organizational Level











Basic steps of ASSESSMENT PROCESS
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Scoping

Identifying applicable system/components/products

Identifying selected requirements

Assessment

Review requirement, conformance statement, and supporting evidence

Use Maturity Level as guidance for reviewing evidence

Types of evidence

Documentation that supports the conformance statement









MATURITY LEVELS 

LEVEL 1 

… have done it but have not documented the process



LEVEL 2

… have done it at least once and have documented the process



LEVEL 3

… have evidence of repeatability of documented processes



LEVEL 4

… have improved the documented process and in doing so have retained repeatability















Requirements assessed / Total Requirements example

IEC 62443-2-4 example:

Staffing (4/11) means that there are 11 Staffing requirements and 4 were met



IEC 62443-4-1 capability example:

SR (4/5) means that there are 5 Practice 2, Specification of security requirements (SR) requirements and 4 were met



IEC 62443-3-3 control system product example:

FR-2 (12/23) means that there are 23 FR-2, Use Control requirements (including Requirement Enhancements) and 12 were met













Part 2

ACTION FOR OUTCOMES 
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CAB Decision 42/12 

…………

………….



To serve the needs of the market and regulators, IECEE shall serve as the focus point for technical evaluation forming part of the conformity assessment services for all IEC CA Systems. The other IEC CA Systems shall define any additional sector-specific requirements as far as appropriate. 





first define which Ex products may be impacted by cyber security threats and then determine which parts of IEC 62443 may apply to IECEx



create a written statement that sets up a common understanding of Cyber Security for Ex-protected equipment and will be the basis for further discussion within this group and with CAB/WG 17 and IECEE PSC WG 3 both dealing with cyber security. 

 



“TASKS” …. 





If / can / how can cyber security threats impact on Ex protection techniques ?



 



IECEx System Considerations 





If / can / how can cyber security threats impact on Ex protection techniques ?



Yes where the application of IACS provides access and potentially exposes explosion protected equipment to  cybersecurity threats for some protection techniques

 



IECEx System Considerations 







		Ex Protection Technique		Exposure to Cybersecurity Threat

		Pressurization		Possible

		Intrinsic Safety		Possible

		Special Protection		Possible

		Increased Safety		Possible (via temperature)

		Non sparking		Possible

		Enclosure		No

		Powder Fill		No

		Immersion (Oil / liquid)		No

		Encapsulation		No

		Constructional Safety		No

		Flow / Breathing Restriction		No

		Control of Ignition Source		Possible 
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Embedded Device Security Assessment (EDSA) Approach Concept

Certification (according to IEC 62443-4-2) that the supplier’s product is robust against network attacks and is free from known security vulnerabilities





What is an Embedded Device ?

Special purpose device running embedded software designed to directly monitor, control or actuate an industrial process:

Examples are:

Programmable Logic Controller (PLC)

Distributed Control System (DCS) controller

Safety Logic Solver (Emergency Shut down Logic Unit)

Programmable Automation Controller (PAC)

Intelligent Electronic Device (IED)

Digital Protective Relay

Smart Motor Starter/Controller

SCADA Controller

Remote Terminal Unit (RTU)

Networked Vibration monitoring controller

Net worked Gas detectors







Is this where Ex equipment ‘fits’ ???
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Certification choice balance

SITUATION 

Ex equipment as an embedded device in a IACS controlled system ….

IECEE Certificate to IEC 62443-4-2 or IEC 62443-3-3

No need for IECEx Certificate 

 







IECEE

IECEx
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Certification choice balance

SITUATION 

Explosion protected system with exposure to a cybersecurity threat via use of IACS ….

IECEE Certificate to IEC 62443-4-2 or IEC 62443-3-3 used as a basis for an IECEx Certificate 

 







IECEE

IECEx
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IECEx 02, 

8.1.1 Issue 

An IECEx Certificate of Conformity is issued by an ExCB, on the basis of an ExTR and QAR. It certifies that the type of Ex equipment identified on the certificate conforms in all relevant respects with the standard(s) specified on the certificate. The manufacturer named on the certificate manufactures the product under a quality system and associated quality plan(s) complying with the requirements of ISO/IEC 80079-34, as a means of providing adequate confidence that the Ex equipment will be produced in conformity with the design of the certified equipment. 



 



IECEx System Requirements 







IECEx 02, 

8.2 IECEx Test Report (ExTR) 

8.2.1 Preparation 

An ExTR is prepared and issued by an ExTL but must be endorsed by an ExCB, associated with the ExTL, recording the product design assessment, examination and assessment and testing work carried out in order to verify the conformity of Ex equipment with the requirements of the stated standards. 

 



IECEx System Requirements 
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OPTION #1

“Normal IECEx Certificate of Conformity” based on an ExTR for tested sample (compliance with relevant Standards) and a QAR (continued capability) based on ongoing surveillance



OPTION #2

“Unit Verification” type IECEx Certificate of Conformity” for specified units of production based on an ExTR for tested sample (compliance with relevant Standards) – no QAR (continued capability) required BUT no up-issue permitted.    



NOTE: DS 2015/001A for assemblies is based on Unit Verification Certificates







 

IECEx System Certification OPTIONS

 







Noting that IEC 60079-46 exists BUT takes a slightly different approach as compared to DS 2015/001A and the development of IEC 60079-46 did not (as far as we know) consider applications in IECEx for cybersecurity
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Certification “sequence”

“Supplier” of component, equipment or system needs to demonstrate:

Assessment of Capabilities for Conformity with IEC 62443-2-4

Assessment of Capability Application for conformity with IEC 62443-4-1

Assessment of conformity with IEC 62443-4-2 (for components) or IEC 62443-3-3 (for systems)
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QUESTION / CONCEPT

Can / should “sector specific requirements” for IECEx Certification needs be defined in terms of “Profiles” as used in IEC 62443-2-4 for each Protection Technique where cybersecurity threat exists has a Profile ?



Hence IECEx Certification “sector specific requirements” in terms of cybersecurity could be defined by the Profiles related to protection technique(s) employed in the product or system
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		Ex Protection Technique		Exposure to Cybersecurity Threat

		Pressurization		Possible

		Intrinsic Safety		Possible

		Special Protection		Possible

		Increased Safety		Possible (via temperature)

		Non sparking		Possible









53



BASIC IECEx CERTIFICATION PROCESS

Manufacturer of Ex equipment, system or assembly applies to an IECEx ExCB for IECEx Certification

If the Ex equipment, system or assembly incorporates technologies that present a cyber security threat to explosion protection the IECEx ExCB requests evidence of compliance with IEC 62443 Standards

The IECEx ExB will recognise an IECEE Certificate regarding IEC 62443 

The IECEx ExCB issues an IECEx Certificate of Conformity (CoC) with:

IEC 62443 Standards listed in Standards field on page 2 of IECEx CoC 

The IECEE Certificate is listed in the Equipment field of the IECEx CoC  and attached as an Annex to the IECEx CoC



NOTE: if ExCB chooses to NOT issue the IECEx CoC as a Unit Verification type they will need to decide how to manage surveillance of provider(s) of technologies providing cyber security protection for the equipment, system or assembly where an IECEx QAR has not been issued to this organisation(s)











ACTIONS (POSSIBLY) NEEDED

Revise IECEx 02, OD 009 etc. to reflect agreed process

All IECEx 02 Scheme ExCBs to take necessary training etc. needed to ensure capability to understand and recognise IECEE Certificates to IEC 62443 series Standards

Add IEC 62443 Series to eligible IECEx 02 Scheme ExCB Scopes

Others ………. ?

 

MORE DISCUSSION REQUIRED by ExMC ….
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Applicants can then apply for a certificate at an IECEE/NCB, and the CBs of other IEC CA
Systems should recognize these IECEE certificates.
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German proposal for discussion at the CAB meeting in Viadivostok
Cybersecurity as a generic subject within the IEC CA Systems
1 Background

Cybersecurity becomes more and more important for nearly all electrotechnical equipment and
systems, especially due to emerging technologies (.g. loT, Industry 4.0). As this has been
acknowledged by IEC, both standardization and CA activities have been started.

Moreover, IEC has approached UNECE to encourage them to develop Common Regulatory
Objectives for cybersecurity that refer to IEC CA System(s).

One and the same security relevant product is likely to be integrated in different systems and
applications_(e.g. the same controller can be used for medical equipment, household
equipment, Ex equipment, WE, PV). From the manufacturers’ point of view such a product
should be evaluated and certfied only once against one common standard.

Preferably one dedicated IEC CA System will be responsible for cybersecurity and it will
provide its services to all other IEC CA Systems.

Several IEC committees have identified IEC 62443 as a generic IEC standard for cybersecurity
which can be applied for nearly all electrotechnical products and systems and not only for
industrial automation products and systems.

IECEE's TF for cybersecurity has evaluated IEC 62443 for certfication purposes and is
developing related Certificates and Test Report Forms (TRFs)

Based on these results the other IEC CA Systems (IECEx, IECRE) should develop application-
dependent profiles; i.
- which (cyber) security level; and
- which requirements
of IEC 62443 shall be met for these specific applications.

Applicants can then apply for a certiicate at an IECEE/NCB, and the CBs of other IEC CA
‘Systems should recognize these IECEE certiicates.

‘The benefit of this approach is the following:

- Applicants do not have to undergo evaluation and certfication at muiple IEC CA
Systems
- UNECE can refer to one coherent IEC CA approach (only one IEC CA System).

2 Recommendation

21 The CAB should decide that IECEE becomes the focus point for cybersecurity CA within
all IEC CA Systems.

22 To request both IECRE and IECEx to consider the elaboration of application-dependent
CA profiles for use by IECEE.
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0D-2081) as it relates to the claims declared by the Applicant
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