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Introduction 

This document contains brief report from the IECEx Chair, Mr Paul Meanwell of his assessment/audit of the IECEx Secretariat Operations conducted 8 August 2023.
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Overview

As IECEx Chair, I carried out an assessment of the IECEx Secretariat Operations in Australia according to the requirements of IECEx Operational Document OD 003-2.  This assessment of the IECEx Secretariat Operations was conducted via remote means using the Zoom platform to ensure “real-time” access to IECEx Secretariat Staff, documentation and records.

Office locations.  The following office locations are noted:

Central Sydney Office at Level 33, Australia Square, 286 George Street Sydney, NSW  and

Suburban Office located at level 2 The Vue Building, 1 Centennial Drive Campbelltown, NSW

The larger suburban office, houses files and records.  The Central Sydney Office provides a ready Sydney presence along with reception facilities for the occasions where the office may not be occupied and is located close to Standards Australia offices and the AU Secretariat for the AU National Committee to IEC.

This arrangement provides a cost effective solution for housing the Secretariat as it prevents paying the high costs of Central Sydney.  The Central Sydney location is available with additional facilities on a needs basis.

Financial matters are overseen by the IECEx Treasurer along with the IEC Finance department and overall by the IEC Secretary General & CEO.  In addition, financial oversight of all activities of the IEC are overseen by the IEC Business Advisory Committee (BAC) in line with the IEC Statutes and Rules of Procedures.  These financial matters are reported in the annual audited accounts and separately by the IECEx Treasurer. The IECEx Executive Committee have sight of the income and expenditure statements along with the balance sheets prior to release to the geneal membership.

Considering the ever increasing threats from cyber criminals, a specific focus on security was maintained throughout the audit.


Specific Points to note

Records

A check through the IECEx Secretariat internal IT network revealed that the network drive is now known as the “Z Drive” with all staff granted access.  This Z Drive is part of an Off-site cloud storage setup organised by the local IT company “Simplicity IT”.  It is noted that this is a recent change to the IT system introduced during 2023 to move away from an office located Server.  

A check was made against documents presented as reports to ExMC and records retained by the Secretariat and this was found to be very good.  The indexing system proved efficient and requested documents were easily located. As examples, checks were made of the IECEx assessment reports submitted to ExMC for acceptance of ExCBs and ExTLs, with the records to support these being stored on the Z Drive network.  Such supporting information found included:

· Internal Application review forms and checklists compiled by the Secretariat when accepting applications from candidate ExCBs and ExTLs
· Forms F-004 and its predecessor format “site assessment” reports completed by the IECEx assessment teams
· Completed TCD (Technical Capability Documents) noting the inclusion of photographs of test equipment, as well as the noting of competent staff and findings from Assessors being included in completed TCDs.
· Completed DTRs (Desk Top Review Reports) prepared by the Secretariat to assist Assessment teams when preparing and conducting IECEx peer assessments of existing ExCBs and ExTLs
· Examples of the recording of IECEx Secretariat “independent reviews” of completed assessment reports by IECEx peer Assessors.
· Other

It was noted that the Secretariat policy of “record retention” is to retain records indefinitely, noting that old files (pre 2005) are retained as hard copy files.

Other records, such as voting records from the ExMC, were requested, found and located on the Z Drive network along with copies of all ExMC and ExTAG Documents, which also appear on the IECEx website.


BackUp Systems

A backup system is employed via the following separate systems:

1. A daily backup by the Cloud server provider is done remotely and controlled by the IT service provider 

2. A secondary daily backup Off-site is done via the use of external hard drives which are rotated on a daily basis with one of the staff taking the backup drive home with them and then rotated the following day

3. A permanent backup of the Network Drive is conducted at least weekly, with information stored indefinitely on external hard drives. Permanent BackUp copies are kept off site under the control of the Executive Secretary

The backup systems are considered to address both:

a) Low level lost data eg by inadvertent deletion/removal of data; and
b) Disaster recovery eg by fire or by Cyber criminal activity such as ransomware





Staff

The following staff attended participated in the audit of the IECEx Secretariat Operations, and answered questions easily and comprehensively, demonstrating high levels of competence in their specific areas:
· Chris Agius – IECEx Executive Secretary
· Mark Amos – IECEx Business Manager
· Christine Kane – IECEx Secretariat 
· Geoff Slater – IECEx Compliance Manager 



IT Systems

IT systems are employed and provided by local and remote networking via a VPN password system. 
Use is also made of a local company for internet web services. Specific questions regarding the security of the web site were answered subsequent to the audit by means of a comprehensive report from the service provider. The site can be considered secure and can be restored even after a catastrophic collapse.
  


IECEx Assessments of ExCBs and ExTLs

A central system for the management, scheduling and recording of initial, annual surveillance, mid-term and re-assessments is employed and located on the Z drive and included in the backup systems.

Assessment scheduling was reviewed and found that due assessments are up to date and  good record retention processes are in place.

The system of assigning assessors to undertake assessment work and the allocation of work was noted and well managed.

Management of the IECEx peer assessment process was found to be in line with IECEx requirements, eg IECEx OD 003-2, with evidence of the following broad steps/stages being observed:

· Scheduling of Assessments
· Selection and proposal of assessment teams to ExCBs and ExTLs
· Appointment of Assessment teams
· Provision of DTRs (Desk Top Review Reports) to assessment teams as well as other relevant documents e.g. past assessment reports 
· Receipt of completed assessment data, forms and checklists from Assessment teams
· Secretariat conducts an independent review of assessment reports prepared by assessment teams
· Issuing of Assessment reports to ExMC

Examples and records were provided showing the various stages and steps listed above.

The Secretariat’s role in managing the assessments, including the independent review of assessments reports provided by assessors, is clear and well controlled.  Examples of files were noted showing where the Executive Secretary himself is involved in the reviewing of assessor reports including the On-Site assessment reports, TCDs, and follow up actions between the ExCB/ExTL and assessment teams.  The independent reviewing of the reports, by the Secretariat, before  issuing is appropriate given the various matters raised by the Secretary to the Assessment teams.  Once again, all documents at all stages are kept, including incorrect / incomplete reports that needed to be sent back to the author for modification / completion.


Complaints Records

A review of the Secretariat’s system for dealing with, and recording of complaints since 2005, was conducted noting that the Secretariat maintains the following sets of records:

· Complaints and associated correspondance
· ExCB, ExTL issues
· TradeMark Misuse   

The system for retaining records is well controlled with each of the above containing a register along with individual folders for each incident that contains all relevant information including complete e-mail conversations being noted.


Overseeing the Management of Audits by ExCBs

In noting the annual reporting by the Secretariat of monitoring of the status of IECEx QARs and when audits are being conducted by ExCBs on manufacturers, when they fall due, was also reviewed noting that the IECEx Compliance Manager maintains a constant monitoring of the number of QARs that fall “out of date”.  It is also noted that the IECEx Compliance Manager contacts ExCBs to request their attention to out of date QARs.  This information was also included in the DTRs that are provided to IECEx Assessors when preparing their peer assessment of ExCBs.



Conclusion

From this assessment and interview with IECEx Secretariat Staff, I am confident that the Secretariat operations are ensuring that the IECEx System and its schemes are operating in line with the Rules and Operational Documents and that the IECEx Secretariat is working to the best interests of the IECEx System.  

The level of detail and the depth of the Secretariat’s role in the IECEx peer assessment process, from overall management to reviews of the information and reports provided by assessment teams to the maintenance of records provides confidence in the integrity of the IECEx peer assessment process of ExCBs and ExTLs.

I therefore conclude that our Secretariat is conducting affairs in accordance with the requirements of our rules and expectations of the Membership, and thank the team for their cooperation and efficiency during the audit.



Mr Paul Meanwell 
IECEx Chair

August 2023 
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